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Given the growing demand for secure yet lightweight encryption in
constrained environments such as RFID tags and wireless sensor networks,
resource-constrained devices are increasingly relying on lightweight block
ciphers to protect sensitive data while meeting strict power, area, and latency
requirements. In response to the challenge of designing such block ciphers,
several lightweight block ciphers, such as mCrypton, have been proposed.
However, a thorough security evaluation of such ciphers is crucial, since their
vulnerabilities can threaten the entire security architecture of systems. In this
paper, we present the first application of the boomeyong attack—a hybrid
technique combining boomerang and yoyo frameworks—on the reduced-round
mCrypton block cipher. We formulate a novel 5-round distinguisher and
demonstrate a key recovery attack that improves upon all previously known
results. By refining structural definitions and adapting the boomeyong
framework to the SPN-based design of mCrypton, our attack achieves a data

226

complexity of , a time complexity of 22302En. +22°XOR, and a memory

complexity of 2'2 blocks.

1 Introduction

Boomerang cryptanalysis, introduced by Wagner in
1999 [1], is an effective method for analyzing block
ciphers when high-probability differential characteris-
tics are only available for a limited number of rounds.
It leverages two short characteristics on subciphers
instead of a single long one.
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The original attack assumes statistical indepen-
dence between the subciphers, a condition often vio-
lated in practice. To address this, Dunkelman et al.
proposed the sandwich framework [2, 3], which models
dependencies using a three-part cipher structure.

A key analytical tool in this context is the
Boomerang Connectivity Table (BCT), introduced by
Cid et al. in 2018 [1]. The BCT quantifies boomerang
uniformity of S-boxes and has led to further studies
on improved definitions [5], probabilistic modeling [6],
and structural generalizations [7-9)].

Automation has significantly advanced boomerang
analysis. Delaune et al. [10] proposed the first auto-
matic distinguisher construction using MILP and CP,
removing the need to predefine internal layer bound-
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aries. Later improvements included automated key re-
covery [11], refined BCT-based methods [12], and the
hybrid “boomeyong” attack combining boomerang
and yoyo techniques [13].

mCrypton is a lightweight block cipher designed
specifically for resource-constrained environments
such as RFID tags and wireless sensor networks [14].
Proposed by Lim and Korkishko in 2005, mCrypton
is a variant of the original Crypton cipher, optimized
for low-cost hardware implementations. It features
a 64-bit block size and supports key sizes of 64, 96,
or 128 bits. The cipher structure is based on a Sub-
stitution—Permutation Network (SPN). Due to its
well-structured components, mCrypton has attracted
attention for various cryptanalytic studies.

Our Contribution. In this paper, the following
contributions are made:

e Proposing the revised boomeyong definitions and
lemmas for mCrypton: Building a boomeyong dis-
tinguisher demands deriving lemmas correspond-
ing to the cipher structure. To do so, we first up-
dated the definitions to accommodate mCrypton
Super-SBoxes and words (Definitions 3 and 4),
and then derived Lemmas 1 to 3 to provide the
probabilistic foundation of the 5-round mCryp-
ton distinguisher. This development leads to the
first application of the boomeyong framework on
reduced-round mCrypton.

e Introducing a new 5-round key recovery attack
superior to previous results of the same number
of rounds: Building upon the proposed distin-
guisher, we introduce a key recovery procedure
that achieves at least improved time and mem-
ory complexities relative to previously known re-
sults for the same number of rounds (Table 1). It
is worth noting that while higher-round attacks
already exist, providing a more efficient crypt-
analysis is still inherently valuable because it en-
hances comprehension of the cipher’s design and
security margin. The source code for our imple-
mentation is also available at https://github.
com/mirzaieatiyeh/mcrypton-boomeyong/.

The remainder of this paper is organized as fol-
lows. Section 2 introduces the necessary background
on mCrypton, the boomerang attack, and the Yoyo
framework. In Section 3, we describe the boomeyong
attack comprehensively. Section 4 explains the con-
struction of the 5-round distinguisher and key recovery
attack. Finally, Section 5 concludes the paper.
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2 Preliminaries

This section outlines the preliminaries for the paper. It
begins with a concise overview of mCrypton, followed
by brief explanations of the boomerang and yoyo
attacks, along with key results.

2.1 mCrypton overview

mCrypton [14] is a 64-bit lightweight block cipher
designed for resource-constrained devices like RFID
tags and sensors. It processes data as a 4 x 4 nibble
array and operates through four key transformations
per round.

2.1.1 Basic Building Blocks

The primary components of mCrypton are briefly
described below:

e Nonlinear Substitution (v):
o Uses four 4-bit S-boxes (S to S3) with Sp =
Syt and Sz = Syt
o Applies S-boxes cyclically to i-th row/column
(a 4-nibble word a = (ag, a1, as,a3)):

7i(a) = (Si(ao), Si+1(a1),
Sit2(az), Siys(az)) (1)
e Bit Permutation (7):

o Column-wise mixing using XOR operations.
Each component column permutation 7 is de-
fined for nibble columns a = (ag, a1, as,as)
and b = (bo, bl, b27 b3) by

3

b= Wi(a) =4 bj = @(mi+j+k mod4-ak)a (2)
k=0

with mask nibbles:

mo = 11102,’[7’7,1 = 11012,
ma = 1011y, m3 = 01115 (3)

e Column-to-Row Transposition (7):
o It proposes a simple matrix transposition:

B = T(A) = bij = Qaj; (4)
o It is self-inverse: 7~ = 7
e Key Addition (ok):
o XOR operation with round key K =

B:O'K(A)<:>

B,ji| = AJi| @ Kli] 0<i<3 (5)

2.1.2 Round Structure

The encryption round pg and decryption round P;(l
functions are defined as:
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Table 1. 5 round Cryptanalysis Results of mCrypton.

Approach Method Data Time ‘Memory Reference ‘
Integral / Truncated difff ~Generalised § set distinguisher [2% (one § set) - - [15]
Meet in the Middle MITM using 5 round 0 set 248 254-5 En 2535 [15]

Boomeyong Boomeyong key recovery attack 226 223.02En+225X0OR| 2!2 |this paper

YoOgoTofloyogoT

Figure 1. 4 Parallel mCrypton Super-SBox.

pK =0KoOTOTOT, (6a)

et =7t omoTook (6D)

with full encryption involving 12 rounds and an output
transformation ¢ =7 omwo 7.

2.1.3 Super-SBox

Here we introduce the concept of Super-SBox in the
mCrypton block cipher, which is illustrated in Figure
1. Consider a row from the input state (four orange-
colored nibbles). After applying the specified functions
in Figure 1, those four nibbles align to the same four
nibbles (first row); in other words, these four nibbles
of output are only dependent on those specified four
nibbles of input through 1.5 rounds. This is conceptu-
alized as a Super-SBox with 16-bit input and 16-bit
output.

2.1.4 Key Schedule for 64-Bit Keys

mCrypton has three key sizes: 64 bits, 96 bits, and
128 bits. We review the key schedule for the 64-bit
one here.

e Encryption round keys: The key register U is ini-
tially set to K, after which the encryption round
keys for rounds r =0, 1,...,12 are computed as
follows:

T« SU[0) & Clr],

T—TM, (0<i<3), (7)

K.+ (Ul]® Ty, U[2] ® Th,
UBle T, U@ Ts) (8)

U+ (UN,U[2],U[3], U[0]<?) (9)

e Decryption round keys: The key register V' is first
initialized as

V « (K[0]<?, K[1]59, K[2]<°, K[3]<9). (10)

Figure 2. Conventional Boomerang Distinguisher [4].

The decryption round keys are then computed
sequentially for each round » = 0,1,...,12 as
follows:

T+ S(V[0) & C[12 — 7],
T, « T.M;, (0<i<3), (11)

K+ (¢o(V[1] © Tp), o1 (V[2] © T1),
o2(V[3] @ T2), 3(V[0] © T3)) (12)

V< (VBB VoL, V1, V[2))  (13)

2.2 Boomerang Attack

The boomerang attack, introduced by Wagner [1], is
an extension of differential cryptanalysis. It constructs
a distinguisher for a block cipher by combining two
differential trails. The attack divides the cipher into
two parts: an upper part Fy and a lower part E1, each
with corresponding differential trails referred to as the
upper trail and lower trail, respectively.

Consider a cipher E decomposed into E = Ej o
Ejy. Let the probabilities of the differential trails be

E71
Prla Lo, B] = p and Pr[y —— 6] = ¢. For simplicity,
assume p = ¢ = 1 initially. The boomerang attack
proceeds as follows (Figure 2):

(1) Choose plaintexts P! and P? such that P! @
P? =q.

(2) Encrypt them to obtain ciphertexts C! = E(P?)
and C? = E(P?).

(3) Construct ciphertexts C® = C' @ § and C* =
C* @4

(4) Decrypt them to obtain P? = E~1(C3) and
Pt =E-Y(CY).

(5) Check if P> @ P* = .
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When p = ¢ = 1, this holds deterministically be-
cause: Eg(P')® Eo(P?) = 3 (upper trail), E; *(CY) @
E{N(C?%) = v and E{Y(C?) @ By H(CY) = v (lower
trail).

Let Q' = Eo(P?) = E;*(C?). Then:

Qle*=7 (14a)
Qe =Q"eQ" =1. (14b)
By combining these differences:
QS @Q4 — (Ql @Q2> EB (Ql @QS)
®(@QeQ") =5, (15

which implies P2 @ P* = o due to the upper trail. For
arbitrary p and ¢, the probability of this event is p?q?,
assuming independence between the trails.

Enhancements: S-box Switch and Ladder

Switch

Biryukov and Khovratovich [16] improved the
boomerang attack by introducing dependencies be-
tween the upper and lower trails via s-box switch and
ladder switch techniques.

Assume the last substitution layer in Ejy par-
titions the state into ¢ parts, such that Q' =

Q1N - - 1Qi_1,8 = BollBill- .- [IBe—1, and v =
Yollvll - lv-1.

Let S denote the substitution layer, and let
S7HQL) & STHQ3?) = ¢y, for the k-th partition. The
probability of ¢, =5 Sy is q,.

Two special cases optimize the trail probability:

(1) S-box Switch: If v, = S, then:

Qi=Q; and Qy=Q;  (16)
This satisfies S (Q3) & S™1(Q}) = ¢ deter-
ministically, improving the probability by a fac-

tor of ¢},.
(2) Ladder Switch: If v, = 0, then:

Qi=Qr and Qp=0QF  (17)

Here, S71(Q3) & S71(Q}) = ¢ always holds,
improving the probability by g7,

2.3 Yoyo Attack

The yoyo game is a cryptanalytic technique first intro-
duced by Biham et al. [17] to analyze the Skipjack ci-
pher. This adaptive chosen-ciphertext/plaintext strat-
egy identifies text pairs satisfying specific invariant
properties. Ronjom et al. [18] later adapted this ap-
proach to construct deterministic distinguishers for
generic 2-round Substitution-Permutation Networks
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(SPNs), which was subsequently applied to AES. We
review the foundational definitions from [18]:

Definition 1 (Zero Difference Pattern (ZDP)
[18]). For a € F} where ¢ = 2% define the zero indi-
cator z; as:

1 ifa; =0,
=4 T (18)
0 otherwise.
The Zero Difference Pattern v(a) € FY is:
v(a) = (20,21, ey Zn—1)- (19)

Definition 2 (Word Swapping [18]). Given v €
Fy and states «, 8 € Fy, the swapped state (e, B)
is constructed as:

pv(avﬂ)i = {

Q5 if’Ui = 1,

61' if v; = 0. (20)

The Hamming weight wt(v) determines the number
of swapped words.

These definitions enable a deterministic distin-
guisher for 2-round SPNs (G3):
Proposition 1 (Yoyo Distinguisher |

D). Let
p°, p' € FY encrypt to ¥ = G2(p°), ¢! = Ga(p'

). For
any v € F§, construct:
O =p"( ), T =p(c, D). (21)
Then decryption preserves the ZDP:
(G ) e G () = v’ @p). (22)

3 Boomeyong Attack

Rahman et al. [13] introduced a novel cryptanalytic
technique combining boomerang and yoyo attacks,
where a yoyo trail is embedded within a boomerang
distinguisher. The core idea leverages the deterministic
properties of yoyo games in the upper trail while using
specially crafted differential trails in the lower half.

Let E : F3, — FZ, be a block cipher partitioned
into two segments: the upper trail Ey and the lower
trail Ey. The upper trail E; consists of the initial
sequence of layers S o L o S, while the remainder
of the cipher is denoted by FEj. Suppose we have
four plaintexts P!, P2, P3, P%, encrypted under E
to produce ciphertexts C*,C?,C3,C*, respectively.
Let Q° = Eo(P?) for i = 1,2,3,4, representing the
intermediate states at the output of Ey. The objective
is to simulate the yoyo game on Ej.

If P! and P2 form an input pair, then due to the
yoyo principle, we have v(P! @& P?) = v(P3? @ P%).
This implies that @3 and Q* can be generated by
swapping certain words between Q' and Q?, leading
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Figure 3. Boomeyong Distinguisher [13].

to the equality:
Qe’=Q°2Q" =5

Let a = P! @ P? and o/ = P3 @ P*. The distinguish-
ing factor between the classic boomerang attack and
the approach presented here lies in their constraints:
boomerang requires @ = «, whereas in this method,
equality of Hamming weights suffices, i.e., v(a) =
v(a'), though a # o may hold.

The construction of the lower trail is similar to that
in boomerang attacks. Define Q! @ Q> = ~, which
implies Q% ® Q* = v as well. To complete the trail
in the lower part, we must construct a differential

—1
path satisfying ¢ EL) ~. Importantly, to enable the
word swapping at the boundary between Fy and E1, a
specific relation must be established between £ and ~.
Theorem 1 ([13]). Let Q', Q*~ € Fj and
Q' & Q* = . Consider, Q' = Q3/|Q3l| - ||QL, 8 =
Bill -+ [|Bn and v = |-+ [|vn. If J C {1, ,n},
J # 0 and for all j € J, v; = (j; otherwise, v; = 0,
then, Q' @ v, Q% @ v can be formed by swapping
words between Q!, Q2.

According to Theorem 1, each word in v must ei-
ther be zero or match the corresponding word in .
This condition guarantees that a word-swapping has
occurred at the interface between the upper and lower
parts of the cipher, allowing the yoyo game to proceed
within the Fy layer. The Boomeyong distinguisher is
illustrated in Figure 3.

In the upper trail Ey, the exact value of « is not
predetermined; rather, its Hamming weight v(«) is
fixed. Let the probability that a difference with weight
t maps through Ey to 8 be denoted by Pr[{a | v(a) =
t} Lo, B] = p, and the likelihood of reaching  through

-1

the inverse of the lower trail be Pr[é 5, ] =q.

Consequently, with probability pq?, the intermedi-
ate values Q% and Q* can be obtained by permuting
certain words between Q' and Q?, preserving the con-
dition v(P3 @ P*) = v(P! @ P?). Denote this fixed
weight by t = wt(v(P! @ P?)). If E behaves like a
uniform random permutation, then the probability
of such an event occurring is 27%*. Therefore, when
incorporating the yoyo strategy into a boomerang dis-
tinguisher, it is essential to select upper and lower
trails such that the condition pg? > 27 holds.

3.1 Attack Idea

The following steps outline the construction of a dis-
tinguisher by embedding the yoyo principle within a
boomerang. Assume access to an oracle O, which is ei-
ther the cipher E or a uniformly random permutation.
The goal is to determine the nature of O.

(1) Select two plaintexts P! and P? such that
wt(v(P! & P?)), equals a predefined value t.
Query the oracle O to obtain the corresponding
ciphertexts C! and C2.

(2) Construct ciphertexts C® = C' @ § and C* =
C?36, then decrypt them via oracle O to retrieve
the corresponding plaintexts P3 and P*.

(3) Check if v(P3 & P*) = (P! & P?).

(4) If the equality holds, identify O as the cipher
E. If not, repeat steps 1-3 up to # times. If
no such quartet (P!, P2, P3 P%) is found after
all repetitions, conclude that O is a random
permutation.

4 Boomeyong Attack on mCrypton

The Boomeyong cryptanalysis is applied to reduced-
round mCrypton in this section; so we update the
definitions and lemmas in [13] to match the mCrypton
structure.

A key limitation of incorporating a yoyo structure
beneath a boomerang trail is the loss of deterministic
word swapping between ciphertexts. To address this,
a probabilistic variant of the yoyo game is introduced.
Before proceeding, we define some structural compo-
nents of mCrypton states — namely, columns and
rows. The notation C4 denotes a non-empty proper
subset and S = {0, 1, 2, 3}.

Definition 3. For a set I Cy4 {0,1,2,3}, define the
column positions as C; = {(4,4) : ¢ € S,j € I}. For
an mCrypton state X, the corresponding nibbles are
denoted C;(X).

Definition 4. For a set I Cy4 {0,1,2,3}, define the
row positions as Ry = {(¢,5) : @ € I,j € S}. For
an mCrypton state X, the corresponding nibbles are

9€sS
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Figure 4. Partitioning 5-round mCrypton in Eg and Ej.

denoted Ry (X).

The following two lemmas provide the probabilistic
foundation for swapping rows under certain column
differences — a technique used to extend the attack
across additional mCrypton rounds. For further details
and proofs refer to [13].

Lemma 1. Let I,J C, {0,1,2,3}, and p',p? €
Fgf4. The probability that rows in J are swapped be-
tween p! and p?, given that columns in I are swapped,
is

Pip(I],]J)) = 9—4-(4(|+IID=2[1]|J])

Lemma 2. Let p',p? € F3;* and ¢! = f(p'), ¢ =
f(p?), where f = v oo o7 on. The probability that
swapping rows in ¢!, ¢? corresponds to swapping those
in p', p? is given by

3
Pswap(|I|) = Z (j)PID(|I|7J)

j=1

The maximum value of Pyyap(]I]) occurs when |I] =
1, yielding approximately 2723,

4.1 Distinguishing Attack on 5-Round mCryp-
ton

The proposed method is now applied to develop a
distinguisher for 5-round mCrypton, which is further
extended into a key recovery attack. The cipher is
divided into two parts. Here, F consists of an SoLoS
structure, where S is an mCrypton Super-Sbox and L
represents the 7. Figure 4 illustrates this partitioning.

By combining Proposition 1 and Lemma 2, a prob-
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abilistic yoyo distinguisher is constructed for 5-round
mCrypton, embedding the yoyo technique within a
boomerang framework.

Definition 5. Given a state o € Fgf‘l and a binary
vector v € F3, define 7¥(a) € F3* such that for 0 <
1< 3,

Riy(a), ifv; =0;
R i (o)) =
(@) {0, otherwise.
Lemma 3. Let pt,p? € F3*, and let ¢! = R5(p'),
c? = R5(p?), where Rs = Ey o Ey represents 5-round
mCrypton. For anyv € F3 with 1 < wt(v) < 3, define:

Cll — Cl @TU(Cl @02)7 c/2 —_ 02 @TU<C2 @Cl),
pll — Rg1(0/1)7 p/2 — Rgl(cﬂ).

Then, the equality v(p* @ p?) = v(p* @ p'?) holds with
probability Pgyep(4 — wt(v)).

Note that Pswap(4 —wt(v)) is maximized at approx-
imately 2723 when wt(v) = 3. This lemma is used
to construct both the upper and lower trails of the
distinguisher.

4.1.1 Upper Trail Construction

Plaintext pairs p!, p? are selected such that wt(v(p! ®
p?)) = 1, i.e., only one active row. In the output dif-
ference S, six nibbles within the set (Cy33 U Rysy) \
(Cr3y NRy3}) remain inactive, which occurs with prob-
ability 2724, By considering single-element sets J =
{0}, {1}, {2}, the overall success probability increases
to 2723, Configurations with |J| > 1 are disregarded
due to their negligible impact on the overall attack
probability.

4.1.2 Lower Trail Construction

In the 5-round mCrypton structure, the lower trail
partially relies on the outcome of the upper trail.
Specifically, at least one word of v must match the
corresponding word in 3. 83 = 73, and the other words
of v are zero. To produce such a ~y, the construction
of 0 must depend on the ciphertexts obtained from
the upper trail:

5 — caodd ifi=3;
‘ 0, otherwise.
According to Definition 5, this matches the form § =

E—l
7%(c! @ c?). While § —— v appears probabilistic
in isolation, it becomes deterministic once [ is fixed.
Thus, the total probability of the attack remains 2722,
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Figure 5. Key Recovery Attack on 5-round mCrypton.

4.1.3 Attack Procedure

(1) Construct a set of 212 plaintexts {p’} such that
all nibbles are constant except those on the first
row, which vary across the set.

(2) For each i, query the encryption oracle with p
to obtain the corresponding ciphertext c*.

(3) For all pairs (i, 7) with 0 < i < j < 212 perform
the following:

(a) Construct the difference:

i el — 3
(5m:{c3@ 3 M "for 0 < m < 3.
0, 0.W.,

(b) Compute modified ciphertexts:
di=c®d, "=da0.

(c) Query the decryption oracle on ¢’*, ¢ to
obtain p't, p'7.

(d) Check if:

v(p' @p’) =v(p" @ p?).
If the condition holds, identify a valid quar-
tet and conclude that the oracle behaves
as a 5-round mCrypton.
(4) If no matching quartet is found after all compar-

isons, classify the oracle as a random permuta-
tion.

4.1.4 Complexity Analysis

The attack requires 2'2 encryption queries and ap-
proximately 224 decryption queries (due to (2;2) ~
223 pairwise comparisons). Thus, the total data com-
plexity is dominated by decryption queries. The time
complexity is 222 XOR operations, and memory usage
is 212 mCrypton states to store all ciphertexts.

4.2 Key Recovery Attack on 5-Round mCryp-
ton

This attack extends the previously described distin-
guishing attack to extract key bits. Refer to Figure
5 for the key recovery attack. Assume a valid quar-
tet (pt,p?,pt,p’?) and their corresponding cipher-
texts (c!,c?, ¢!, ¢?) have been identified by the dis-
tinguisher. Focus on the difference Z = ¢! @ ¢'*, par-
ticularly the active nibbles. After applying v~ !, the

active nibbles are mapped into the first row. The at-
tacker then guesses the first row of the round key K,
and applies 77! to the affected nibbles.

Next, compute the difference in the intermediate
state Y, and apply m—'. The resulting difference is
inspected in state X . If the difference in X is confined
to a single nibble, the key guess is considered valid.

Since an active nibble in X can take 16 possible
non-zero values, each row leads to approximately 2*
candidate keys. Repeating this process for all four
rows vields 2'6 key candidates in total. Finally, an
exhaustive search is performed over these 2'6 possi-
bilities to recover the correct round key.

The source code for our implementation is also
available at https://github.com/mirzaieatiyeh/
mcrypton-boomeyong/.

4.2.1 Complexity Analysis

Each row guess requires four valid quartets. Thus,
the data and memory complexity are 4 x 224 = 226
(adaptive chosen plaintext-ciphertext pairs) and
212(mCrypton states), respectively. Once a correct
quartet is identified, one can generate 2* candidate
keys for a single row using about 26 x 2 one-round
mCrypton encryptions. For all four columns:
217 one-round mCrypton operations.

Since each 5-round mCrypton encryption is equivalent
to five one-round operations, this translates to:

217

=25l mCrypton encryptions.

12
Step 3 of attack procedure needs (%, ) ~ 22% decryp-
tion queries. Also, an additional exhaustive search
over the 2'6 key candidates results in:

216 mCrypton encryptions.
Thus, the total time complexity is approximately:
2145 4 923 4 916 92302 ) Crypton encryptions.

Additionally, around 22°

computed as:

XOR operations are needed,

4 x 9223 =925,

5 Conclusions

In this work, we presented the first application of the
hybrid Boomeyong attack on reduced-round mCryp-
ton. By refining the boomerang and yoyo frameworks
and adapting them to the SPN-based structure of
mCrypton, we were able to construct a new 5-round
distinguisher and a key recovery attack. Our approach
leverages updated structural definitions tailored to
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mCrypton, resulting in significantly improved com-
plexities compared to all previous cryptanalytic re-
sults on the same round-reduced version. The attack

achieves a data complexity of

226 4 time complexity

of 22392 encryption calls plus 22° XOR operations,
and a memory complexity of 2! blocks.
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