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A B S T R A C T

Cloud-based machine learning has become an increasingly popular approach
for training and deploying machine learning models, thanks to its scalability,
cost-effectiveness, and ease of access. However, the use of cloud-based machine
learning also introduces new security and privacy challenges, particularly with
respect to insider threats. In this proposed research project, we aim to develop
a multi-faceted approach to enhancing security and privacy in cloud-based
machine learning. Our approach will draw on a range of techniques, including
fully homomorphic encryption, multi-factor authentication. The proposed
framework conducts a comprehensive evaluation using a variety of datasets and
use cases, and this approach provides higher security and privacy as compared
to existing security and privacy frameworks for cloud-based machine learning.
The ultimate goal is to provide practical and effective solutions for enhancing
security and privacy in cloud-based machine learning, and to contribute to
the ongoing efforts to address the challenges of insider threats in this rapidly
evolving field.

1 Introduction
Cloud-based machine learning has become a popular
approach for organizations to leverage large amounts
of data and build predictive models for various ap-
plications [1]. However, with the increasing adoption
of cloud-based machine learning, the risks associated
with malicious insiders have also become more sig-
nificant. Malicious insiders can exploit their autho-
rized access to cloud-based machine learning systems
to steal sensitive data, modify the models, or intro-
duce biases that undermine the accuracy and relia-
bility of the models [2]. To mitigate these risks, it is
essential to develop a comprehensive security and pri-
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vacy framework that can protect the confidentiality,
integrity, and availability of data and models.

Cloud-based machine learning is a powerful tool
for organizations to analyze and derive insights from
large amounts of data [3]. However, with great power
comes great responsibility, and the risks associated
with cloud-based machine learning cannot be ignored.
Malicious insiders can abuse their authorized access
to cloud-based machine learning systems to steal sen-
sitive data, modify models, or introduce biases that
can undermine the accuracy and reliability of the
models. This is a significant risk for organizations that
rely on machine learning to drive business decisions.
To mitigate these risks, it is essential to develop a com-
prehensive security and privacy framework for cloud-
based machine learning. The framework should be de-
signed to protect the confidentiality, integrity, and
availability of data and models. This can be achieved
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through a combination of technical, administrative,
and physical controls[4]. For example, technical con-
trols can include encryption, access controls, and se-
cure coding practices, while administrative controls
can include policies and procedures for user manage-
ment, incident response, and security awareness train-
ing.

The security and privacy framework for cloud-
based machine learning should also address the
unique challenges associated with machine learning,
such as model bias and interpretability [5]. Model
bias can occur when the data used to train a machine
learning model is biased, leading to biased predic-
tions. Interpretability is important for understanding
how a machine learning model arrived at its predic-
tions, which is necessary for explaining the model to
stakeholders and detecting potential issues [6].

Developing a security and privacy framework for
cloud-based machine learning requires a multidisci-
plinary approach that involves experts in machine
learning, cybersecurity, data privacy, and legal and
regulatory compliance [7]. The framework should
be regularly reviewed and updated to stay current
with emerging threats and vulnerabilities [8]. By
implementing a comprehensive security and pri-
vacy framework, organizations can confidently adopt
cloud-based machine learning while minimizing the
risks associated with malicious insiders and other
security threats.

Recent research has proposed several approaches to
address the challenges of malicious insider attacks in
cloud-based machine learning [9]. These approaches
leverage machine learning algorithms, differential
privacy, blockchain, and other security measures to
protect the confidentiality, integrity, and availability
of data and models [10]. By building a comprehensive
security and privacy framework that incorporates
these approaches, organizations can better mitigate
the risks associated with malicious insiders and build
more secure and reliable cloud-based machine learn-
ing systems [11].

Figure 1 depicts the architecture of a cloud-based
machine learning system which is designed to pro-
vide a scalable and flexible infrastructure for running
machine learning algorithms in the cloud [12]. These
components work together to facilitate the execution
of machine learning algorithms in the cloud. The net-
working component connects the system components
for seamless communication. The router connects mo-
bile devices, printers, and laptops, while the switch
connects desktop systems to the cloud-based machine
learning system [13]. The cloud-based machine learn-
ing system consists of several components, including a
server, application, virtual desktop, and data storage.

Figure 1. Framework and Features of Cloud Computing [12].

The server provides the computing resources for run-
ning the machine learning algorithms, while the appli-
cation implements the machine learning algorithms
[14].

Figure 2. A Visual Overview of Supervised, Unsupervised,
and Reinforcement Learning [15].

The virtual desktop provides a flexible and accessi-
ble interface for users to access the machine learning
application and data. The data storage component
is used for storing the data used for training and in-
ference, and the database management system stores
the metadata and other information about the data.
The web browser is used to access the virtual desk-
top and the machine learning application running in
the cloud. The Cloud AI and machine learning com-
ponent is used to provide advanced machine learning
capabilities in the cloud [16].

Figure 2 shows the three main types of machine
learning: supervised, unsupervised, and reinforce-
ment learning, along with several application do-
mains for each type. The supervised learning type
is associated with applications such as image classi-
fication, robotic control, weather forecasting, fraud
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detection, and statistical analysis [15]. The unsuper-
vised learning type is associated with applications
such as computer vision, natural language process-
ing, speech recognition, anomaly detection, and deep
learning [18]. The reinforcement learning type is as-
sociated with applications such as real-time decision-
making, game-playing, economic analysis, robotics,
and autonomous driving. This diagram provides a
useful overview of the main types of machine learning
and their application domains.

Figure 3. Common Machine Learning Algorithms for Data
Analysis and Protection [17].

Figure 3 represents machine learning algorithms,
which are a set of mathematical models and tech-
niques that enable computers to automatically im-
prove their performance on a particular task based
on data [17]. Some most commonly used machine
learning algorithms are K-nearest neighbor(KNN),
Naive Bayes, Linear Regression, Random Forest, Ar-
tificial Neural Network(ANN), and Support Vector
Machine(SVM). Each algorithm has its strengths
and weaknesses, and is best suited for specific types
of data and tasks [19]. For example k-nearest neigh-
bor is often used for classification tasks, while linear
regression is used for predicting numerical values.
Random forest is effective for handling noisy data,
while support vector machine is known for its accu-
racy in binary classification tasks. Understanding
the characteristics and capabilities of each machine
learning algorithm is crucial for selecting the most
appropriate algorithm for a given data protection
task [20].

Figure 4 represents a decentralized and distributed
digital ledger technology used to record transactions
across multiple computers or nodes in a secure and

Figure 4. Data Protection with Blockchain [21].

Figure 5. General Concept of Data Protection at Different
Nodes by Implementing the Homomorphic Encryption Algo-
rithm [27].

tamper-proof manner [21]. The main components of a
blockchain diagram include blocks, which are contain-
ers for data that are linked together chronologically
in a chain using cryptographic techniques, and nodes,
which are the computers or devices that participate
in the blockchain network and validate transactions
[22].

In a typical blockchain, each block in the chain
contains a unique digital signature or hash of the
previous block, along with a timestamp and a set of
transaction data [23]. The nodes in the network vali-
date and confirm these transactions using a consensus
mechanism, such as proof-of-work or proof-of-stake,
before adding them to the blockchain [24]. Blockchain
diagrams may also include additional features, such
as smart contracts, which are self-executing contracts
with the terms of the agreement directly written into
the code, and tokens, which are digital assets or units
of value that can be traded or exchanged within
the blockchain network [25]. Overall, blockchain di-
agrams illustrate the complex and secure nature of
the technology that underpins cryptocurrencies and
other decentralized applications [26].

Figure 5 depicts the implementation of a homo-
morphic encryption algorithm for data protection at
different nodes [27]. The end-point devices consist of
cars, mobile phones, cameras, and traffic lights that
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generate data. Network, includes routers, Wi-Fi, and
signal towers that transmit data to the multi-cloud
block [28]. The multi-cloud block consists of servers,
networks, and cloud services, which store and pro-
cess the data. Finally, the end-user block includes
end-users who access data from devices such as dig-
ital watches and computers [29]. The homomorphic
encryption algorithm allows computations to be per-
formed on encrypted data without the need for de-
cryption, thereby ensuring data privacy and security
[30]. This approach enables the secure transmission
of sensitive data across different nodes and platforms,
while protecting it from unauthorized access or ma-
nipulation [31]. The implementation of a homomor-
phic encryption algorithm in data protection helps
to enhance privacy and security in the digital ecosys-
tem, making it a crucial component of modern data
protection strategies [32].

The structure of the paper is organized as follows:
Section 2 discusses the related works, highlighting
the significance of cloud-based machine learning and
the associated security and privacy challenges, par-
ticularly concerning insider threats. Section 3 intro-
duces the proposed methodology, detailing the inte-
gration of homomorphic encryption with multi-factor
authentication (MFA) to enhance data security. Sec-
tion 4 describes the implementation of the proposed
approach, focusing on the use of Fully Homomorphic
Encryption (FHE) within an organizational context.
Finally, the results and discussion, including the eval-
uation of the security and operational requirements
of the proposed system, are presented in Section 5.

2 Related Works
Cloud-based machine learning has become an essen-
tial technology for numerous applications, including
big data analytics, image recognition, natural lan-
guage processing, and personalized recommendations.
However, with the rise of cloud computing, security,
and privacy concerns have become increasingly im-
portant, particularly when it comes to protecting
against malicious insiders [33]. According to recent
research, insiders are responsible for a significant
portion of security breaches in cloud computing en-
vironments, and these attacks can have devastating
consequences, including data theft, loss of intellec-
tual property, and reputational damage [34]. Recent
research has proposed several approaches to address
the challenges of malicious insider attacks in cloud-
based machine learning [35]. Sahil et al proposed
a hybrid deep learning-based anomaly detection
framework that incorporates an anomaly detection
module that combines an improved restricted Boltz-
mann machine and gradient descent based support

vector machine to identify abnormal activities [36].
The module leverages machine learning techniques
to detect anomalies in network traffic and enhance
security. By utilizing this model, the system can ef-
fectively distinguish between normal and malicious
activities and reduce the risk of security breaches. [37]
proposed a hardware accelerator architecture called
BTS that supports bootstrapping for fully homo-
morphic encryption (FHE). BTS exploits parallelism
to enable a massive number of processing elements
arranged in a grid to improve execution time on
ResNet-20 and logistic regression over a CPU. This
is the first hardware FHE accelerator that supports
bootstrapping, enabling unlimited operations on en-
crypted data, and shows significant improvements
over prior works. [38] proposed Privacy-Preserving
and Secure Framework (PPSF) for IoT-driven smart
cities aims to address the challenges of centralization,
security, privacy, transparency, scalability, and veri-
fiability. The PPSF was based on a two-level privacy
scheme using blockchain and Principal Component
Analysis (PCA) techniques, as well as an intrusion
detection scheme using Gradient Boosting Anomaly
Detector (GBAD). The framework was deployed us-
ing a blockchain-InterPlanetary File System (IPFS)
integrated Fog Cloud architecture [39]. Experimen-
tal results showed that the PPSF outperforms recent
approaches in both blockchain and non-blockchain
systems. Another approach proposed by [40] uses ma-
chine learning (ML) techniques, such as deep neural
networks, in applications and services raises privacy
concerns, leading to the need for keeping personal
data private while benefiting from the data analytics
power of ML. The authors propose deploying future
AI and ML services on users’ devices at the internet
edge rather than the cloud, which brings challenges
such as resource limitation, lack of suitable models
for users, and difficulties in deploying services. They
present a systematic solution called Zoo to support
the construction, composing, and deployment of ML
models on edge and local devices, which outperforms
state-of-the-art deep learning platforms and Google
ML services. [41] proposed an approach to improve
the security of cloud-based computing environments
by using a particle swarm optimization-based prob-
abilistic neural network for detecting and recogniz-
ing malicious user behavior. The proposed method
was validated using the UNSW-NB15 dataset and
shows promising results for security monitoring and
recognition of malicious behavior. [42] proposed a
framework for the security challenges in cloud com-
puting, including data security, privacy, attacks,
and limitations. The authors proposed approach to
address these challenges using artificial intelligence
techniques. Specifically, they introduced a multi-
threaded distributed cloud IDS (intrusion detection
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system) model to handle the high volume of network
traffic and data management in the cloud. The model
used machine learning algorithms to analyze data
and detect anomalies, combining data from multiple
sources to provide more accurate results [43]. The
proposed IDS model can effectively monitor network
traffic and provide timely reports on security threats,
enhancing the overall security of cloud computing en-
vironments. [44] proposed the study which explored
the use of machine learning-based anomaly detection
methods for indoor climate control in vertical plant
wall systems. Neural network based models, such
as the autoencoder and the LSTM-ED model, were
found to be effective in detecting point and contex-
tual anomalies, respectively. A new data cleaning
method and a prediction-based method were pro-
posed and deployed as a proof-of-concept in the cloud.
The study highlights the potential of using machine
learning and IoT in building environment research
to develop solutions more quickly [45].

The study by [46] reviews the state-of-the-art lit-
erature on Machine Learning Techniques applied in
the Internet of Things and Intrusion Detection for
computer network security. The research focused on
recent and in-depth analysis of relevant works that
deal with several intelligent techniques and their ap-
plied intrusion detection architectures in computer
networks with emphasis on the Internet of Things
and machine learning. More than 95 works on the
subject were surveyed, spanning different themes re-
lated to security issues in IoT environments. Chen
et al proposed a Decentralized Privacy-preserving
Deep Learning (DPDL) model for Vehicular Ad-hoc
Networks (VANETs) using deep learning, blockchain,
and fully homomorphic encryption (FHE) tech-
nologies [47]. The proposed Decentralized VANETs
(DVANETs) architecture utilizes edge computing
nodes to reduce network communication overhead
and congestion delay [17]. Blockchain was used to
establish a secure and trusted data communication
mechanism, while the FHE algorithm encrypts the
transportation data for privacy preservation. The
proposed DPDL model also used blockchain for de-
centralized and trusted model updates [48]. Extensive
simulations were conducted to evaluate the effective-
ness, practicality, and robustness of the proposed
system and models. [49] proposed study, focuses on
the adoption of cloud computing in the banking sec-
tor and the potential security risks associated with it.
The researchers proposed a cloud-based multi-factor
authentication architecture that can provide high
levels of data protection to financial institutions. The
proposed architecture includes a triple-stage verifi-
cation process to establish user identity and prevent
malware attacks when accessing banking applica-

tions from remote locations. The adoption of such an
architecture could reduce bulk investments, time for
initial set-up, and carbon footprint, while maintain-
ing the security and privacy of customer data. [50]
proposed the vulnerability of users’ privacy in the
deep learning process and proposes the use of differ-
ential privacy (DP) as an approach to ensure strong
privacy protection. DP protects privacy by adding
noise to the original dataset or learning parameters,
making it difficult for attackers to retrieve sensitive
information. The paper presented a comprehensive
analysis of the main ideas based on DP for ensuring
privacy in deep and federated learning. It also pro-
vided an overview of probability distributions that
satisfy the DP mechanism, their properties, and use
cases. The paper highlighted the advantages and
limitations of different variants of DP and provides
future research directions to bridge the gap between
theory and application, accuracy, and robustness of
DP.

[51] surveyed insider threat detection in cyber
security. It presented a taxonomy of different in-
sider types, access levels, motivations, and methods
used by attackers. It reviewed recent works on in-
sider threat detection, including machine learning
techniques, datasets, detection methodologies, and
evaluation metrics (Sheykhkanloo et al. 2020). The
article also provided statistical information on insider
threats from real cases and highlighted challenges
faced by researchers, along with recommendations to
minimize obstacles. Tian et al proposed a blockchain-
based machine learning framework for edge services
in the Industrial Internet of Things (IIoT) to tackle
challenges such as privacy leakage and insufficient
model accuracy. The framework included smart
contracts to encourage multiparty participation, an
aggregation strategy to verify and aggregate model
parameters, and the SM2 public key cryptosystem
to protect data security and prevent privacy leak-
age. Theoretical analysis and simulation experiments
showed that the proposed framework is secure, effec-
tive, and efficient in improving the accuracy of edge
services in IIoT.

A Machine Learning-Assisted Cloud Computing
Model (ML-CCM) used to address the challenges of
processing increasing amounts of data in real-time
while maintaining data integrity and security. The
ML-CCM utilized big data analytics and machine
learning algorithms to improve data transmission
rates and ensure cloud protection. Experimental
results showed that the ML-CCM has high data
transmission rates, effective data management, and
good performance. [52] proposed an Effective Seeker
Optimization model in conjunction with a Ma-
chine Learning-Enabled Intrusion Detection System
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Table 1. Existing Research for Protection Data from Malicious Insiders in Clous-based ML.

Authors Year Research Gap Technique Algorithm Result

Kumar Raj, M. Mehmood 2020 Security and pri-
vacy threats were ad-
dressed related to CC

Machine Learning,
Data Analysis

ANN technique, SVD
technique

Data protection and
privacy increase in CC

Zhao Cheng, Ankit Kumar 2021 Malicious threats Security decentraliza-
tion

Block chain Data security in-
creases

Umer Rabbani, K. Ashok Ku-
mar

2022 Malicious threat iden-
tifies in DDoS

Network Analysis and
Cybersecurity

Traffic capture and
extraction,traffic
grouping, entropy

Reduce the service ac-
cess, and remove regu-
lar traffic

Banu Farheen Ansari 2021 Reduce the cost and
time efficiency to pro-
tect data

Deep Learning, Cryp-
tography, DNA com-
puting

DNA deep learning
cryptography for en-
cryption and decryp-
tion

Add the protected se-
curity layer and secure
data

Liu Sen, Ankit Kumar, Harsh
Sankar

2022 Reduce the complex-
ity of the ML algo-
rithm

Machine Learning Neural network, ran-
dom forest

Make machines faster
and more learners

Kolta Chen , Richa Goyal 2019 Use MCPS to reduce
the security concern

Intrusion detection
system (IDS), statis-
tical analysis system
(SAS)

Support Vector Ma-
chine (SVM), Regres-
sion Analysis and
Cluster Analysis

Give high quality and
efficiency

Faiqa Sajid, M Abdul Hassan 2022 Focus on cloud com-
puting security and
address data revela-
tion, and virus

Cryptography RSA algorithm Information will be
secure if an unautho-
rized person tries to
access sensitive data

Ahmed Bose , Darah Aqeel , Si-
ham Hamdah

2020 Increase the detection
rate of attacks

Machine Learning Random forest Better performance
for specific attacks

Ali Bou Nassif , Mhiqani 2021 Reduce the attacks of
outsourced

Neural Networks Back propagation NN Outsourced data pri-
vacy increases

Mohammad,M.D.Boomija, S.V.
Kasmir Raja

2023 Secure the medical
data in the AWS cloud

Machine Learning Homomorphic encryp-
tion

Performance in-
creases and gives
better results

(ESOML-IDS) for fog computing and edge comput-
ing environments. The model utilized an ESO-based
feature selection approach to identify intrusions, as
well as a comprehensive learning particle swarm
optimization with Denoising Autoencoder for param-
eter optimization [53]. The results showed that the
ESOML-IDS model outperforms recent approaches in
terms of detection efficiency and effectiveness. More-
over, protecting against malicious insiders in cloud-
based machine learning is a complex and challenging
problem that requires a comprehensive approach. Re-
searchers are exploring various techniques, including
homomorphic encryption, multi-factor authentica-
tion, federated learning, explainable AI, and others,
to provide effective security and privacy solutions.
However, there is still much work to be done in this
area, particularly with the increasing sophistication.

3 Proposed Methodology and System
Design

In this section, we outlined a novel approach to en-
hancing data privacy and security by reducing threats,
lowering costs, and improving efficiency. We build on
the existing literature on data security to introduce
an AI-based software solution that incorporates the
homomorphic encryption algorithm to protect data
from cyber threats.

Homomorphic encryption is a well-established al-
gorithm for securing data and privacy by encrypt-
ing data without the need for decryption. This ap-
proach makes data more secure, while also facilitating
easier computation and more convenient data analy-
sis [54]. One of the most important algorithms used
for data computation and analysis in homomorphic
encryption is fully homomorphic encryption (FHE),
which allows for the addition and deletion of data in
an encrypted form. To enhance the security of data,
we propose combining homomorphic encryption with
multifactor authentication (MFA). MFA is a secu-
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rity platform that provides multiple forms of secu-
rity mechanisms for users to authenticate and gain
access to the system. This provides an extra layer of
security to protect sensitive data from unauthorized
access, such as from malicious threats [55]. Combin-
ing MFA with homomorphic encryption it provides
an additional layer of protection beyond simple user-
name/password authentication. Multiple methods of
MFA can be used depending on the user’s choice and
requirements, such as password authentication, bio-
metric authentication, etc. MFA enhances confiden-
tiality, integrity, privacy, compliance, and flexibility,
helping organizations to protect sensitive data to a
standard of security.

Reducing Threats: The integration of fully homo-
morphic encryption (FHE) helps reduce threats by
allowing data to remain encrypted even during com-
putation and analysis. This means that sensitive in-
formation is never exposed in its raw form, providing
a strong defense against various cyber threats, includ-
ing unauthorized access and data breaches. Lower-
ing Costs: The use of homomorphic encryption, par-
ticularly fully homomorphic encryption, contributes
to lowering costs by eliminating the need for con-
stant decryption and re-encryption of data during
computation. This is because FHE enables operations
on encrypted data directly, reducing the computa-
tional overhead associated with traditional encryp-
tion methods Improving Efficiency: The combination
of homomorphic encryption and multi-factor authen-
tication improves efficiency by ensuring that the secu-
rity measures in place do not compromise the speed
of data analysis and computation. FHE allows for se-
cure computation on encrypted data, and MFA adds
an extra layer without significantly hindering the user
experience. The proposed approach improves perfor-
mance, security, and flexibility compared to similar
prior work. The evaluation should include quantita-
tive and qualitative assessments of these aspects. For
performance, metrics such as computation time, re-
source utilization, and system responsiveness can be
measured. Security can be evaluated by assessing the
effectiveness of the combined homomorphic encryp-
tion and MFA in preventing unauthorized access and
data breaches. Flexibility may be measured by consid-
ering the adaptability of the solution to different au-
thentication methods and computational scenarios.

When users enter their credentials, we plug in the
MFA, preventing unauthorized access. For example, if
a user has the Wi-Fi password and tries to access the
Wi-Fi, MFA acts as a protective layer and connects
with the Frame Slot Port (FSP) with the MAC ad-
dress of the user’s device. If the port address matches,
the user has the right to access the Wi-Fi [56]. How-
ever, if the port address doesn’t match, even if the

user has the correct username and password, access
will be denied. While similar work has been done pre-
viously, we improve upon it by merging MFA with the
fully homomorphic encryption algorithm to achieve
better results in terms of performance, security, and
flexibility, and to meet the Confidentiality, Integrity,
and Availability (CIA) requirements of data in net-
working.

3.1 Adversary Model

In this paper we assume the adversary model of the
system is as follows: Servers are connected with the
firewall within the organization and both firewall and
servers are interconnected with each other and the
firewall has access to the server. If the users want to
access it, they want the credentials of that software.
The server authenticates the users with its identity
and allows them to get access to the portal. But in
the era of the Covid when everything is online and
work from home is going on. In that condition, users
can get access to relevant portals with the help of the
VPN defined by the organization. VPN is separate for
every single person working within the organization
so no one gets access to another portal without know-
ing its credentials of it. But if any malicious insider
attacker tries to access the specific portal or try to
connect with the same VPN that is already used by
someone B then OTP is sent to the original person A
and alarms person A that someone using its VPN, if
that person A shares that OTP with B person, then
B can get the access to that software and informa-
tion. Apart from that, only single VPN connectivity
is allowed from the company end to the WFH staff,
if any random B person tries to get access, then the
VPN automatically starts disconnecting from A per-
son’s end as well.

Although the Homomorphic Encryption algorithm
is used to protect the data from this kind of unau-
thorized person and save all the credentials. And pro-
vide the extra protected layer of data to be secure
from malicious threats within the company and out-
side it. Multiple Factor Authentication (MFA) helps
a lot mostly used in telecommunication companies to
protect the software the malicious attackers within
the organization as all the transactions that occur are
recorded in these portals with time and date concern-
ing the IP address of that relevant system.

3.2 Security and Operational Requirement

The proposed framework used in this paper as secu-
rity and operational requirements are as follows:

• Authentication: The server authenticates users
to enable them to access software and relevant
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information within the organization. Access is
only granted to users who are associated with
the organization, and denied to any others who
are not.

• VPN Connectivity: Remote users (WFH Staff)
can access the organization’s domain through
VPN connectivity. Without it, they are unable
to enter the domain.

• Multi-Factor Authentication (MFA): The soft-
ware provides access while monitoring real-time
location and risk factors, as well as the date, time,
and duration of information access by specific
system IP addresses. It is also capable of blocking
unauthorized and spoofing users in real-time.

• Fully Homomorphic Encryption Algorithm: En-
ables processing of sensitive data in a fully en-
crypted form, without the need for decryption.
It is based on complex mathematical algorithms
that maintain the confidentiality of the data
throughout the computation. Although the com-
putational overhead is currently high, research
aims to make it more efficient for larger datasets
and complex computations.

• Security and privacy: To enhance portal security,
algorithms such as Homomorphic Encryption
can be used to store information securely. This
can be further reinforced by integrating Multi-
Factor Authentication (MFA) to allow for mon-
itoring access. By using these methods, portal
security can be strengthened significantly.

Figures 6 and 7 depict a security and access con-
trol system for a user who can work either from home
or from the office. If the user works from home, the
system requires the user to connect through a VPN.
”One user connects to the server at a time” determines
whether the system can handle only one user at a time
with the same credentials. In the next ”Automatically
disconnect” is activated, which disconnects the user
from the system otherwise user is granted access to
the system. ”Alarm factor to actual user,” is a warn-
ing system that alerts the user about any suspicious
activity. The system then prompts the user to change
their credentials to ensure the security of the system.
”Credentials block checks the user’s credentials and
ensures that they match the system’s requirements.
”Homomorphic encryption algorithm” ensures that
the user’s data is encrypted and secure. Then it checks
whether the user breaks the algorithm’s condition or
not, ”If a user does not break the algo condition” then
the user is granted access to their data. If it breaks
the algo condition, the system prompts the user to
use Multi-Factor Authentication (MFA). ”Match the
FSP and MAC address” ensures that the user’s FSP
(Fingerprint Scanning Protocol) and MAC (Media Ac-
cess Control) address match. If the answer is yes, the

user is granted access to the system. If the answer is
no, ”No Access” is activated, which denies the user
access to the system. Figure 8 represents a network
environment that includes three components: users, a
firewall, and servers. The users have credentials that
allow them to access the servers through the firewall.
The arrow from the users to the firewall indicates that
the users must go through the firewall to access the
servers. The bidirectional arrow between the firewall
and the servers indicates that communication can oc-
cur in both directions between these two components.

”Outside the Network” includes users connected
to an authentication system through a VPN tunnel.
This indicates that users outside of the network can
establish a connection to the network through the
VPN tunnel and then authenticate with the system.
The arrow from the authentication system to the
firewall indicates that the authentication system is
used to verify the identity of the user before allow-
ing them to access the network through the firewall.
Connection between the firewall to the user (outside
the network) indicates that the user is granted access
to the network through the firewall once they have
been authenticated. This connection is necessary to
allow the user outside of the network to communicate
with the servers inside the network. Overall, the fig-
ure shows the network architecture for allowing users
inside and outside of the network to access the servers
while ensuring security by requiring authentication
and routing traffic through a firewall. Aim to achieve
their goals by leveraging fully homomorphic encryp-
tion and multi-factor authentication. The evaluation
of the proposed approach should provide evidence
of reduced threats, lowered costs, and improved effi-
ciency in comparison to existing methods. Addition-
ally, the results should demonstrate how the proposed
solution meets the CIA requirements for data in net-
working. The goals are not fully discovered but try to
increase the CIA by implementing the MFA with the
FHE algorithm.

4 Implementation
This section describes the implementation of Fully
Homomorphic Algorithm technology within the orga-
nization to protect data from malicious insiders. We
first implement a simple Fully Homomorphic Algo-
rithm to evaluate its performance and results. We uti-
lize the PTCL organization’s dataset and software to
test the results and determine the possibility.

P = [P (1), P (2), ..., P (O)] (1)



Research Article, 2024, Volume 11, Number 1 (pp. 49–66) 57

Figure 6. Architectural Flow to Secure an Organization with FHE and MFA.

Figure 7. Organizational Structure Secured with FHE and MFA.

4.1 Fully Homomorphic Algorithm

P = [21000 ∗ [50 ∗ 10/2]/10 = 21, 000, 000] (2)

P = [W ∗G ∗ k] (3)

We implement a Fully Homorphic Algorithm for
the same procedure in order to increase the privacy
and security of the organization’s data against mali-
cious insider attacks.

The ratio of this algorithm and their respective
time security can be used to quantify the performance
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Figure 8. Adversary Model within the Enterprise to Protect
against Malicious Insiders.

of a Fully Homomorphic Encryption Algorithm.

miningreward/miningcost = miningreward/miningcost
(4)

miningcost = variablecost+ fixedcost (5)

miningreward = BlockMiningReward+transactionFees
(6)

a : encryptiona(e.gFHE) (7)

b : encryptionb(e.gFHEa) (8)

4.2 Security Analysis

The purpose of this section is to demonstrate the ad-
versary model and its operation in relation to the pre-
viously discussed software. Assuming a random exam-
ple, we attempt to explain the software’s operation in
terms of the data’s security and privacy.

f = h+ e, (9)
d = r − e, (10)
m =

∑
0≤i≤y
0<j<x

P∞(i, j)×∆, (11)

j = (α− β) ·
[∑

i

ai

∣∣∣∑
j

dij

∣∣∣p]1/s (12)

f = h+ e, (13)
d = r − e, (14)
m =

∑
0≤i≤y
0<j<x

P∞(i, j)×∆,

j = (α− β) ·
[∑

i

ai

∣∣∣∑
j

dij

∣∣∣p]1/s (15)

Theorem 1. Without a VPN, users cannot gain ac-
cess from outside the organization.

If person B is not a member of the organization but
wants to access some useful information from the por-
tals, and person B needs the credentials and access that
user A in the organization can provide, and if some-
how person B obtains the credentials of user A’s VPN,
then, similar to the terminology used in the banking
system, an OTP will be sent to the original person A
when the original person A gives it to person B.
Theorem 2. MFA and PRTG software monitor the
activity of any type of malicious software on any sys-
tem.

MFA and PRTG are utilized to grant access to un-
known users who have not authenticated the portals.
They supervise the bandwidth and traffic access of
users. As PRTG users are added and B attempts to
access the organization’s data, an alarm is triggered
and MFA prevents access.

Pµ = ∂µ −mn
λx

2
P x
µ

V x
µν = ∂µA

x
ν − ∂νP

x
µ + yvxyzT y

µP
x
ν (16)

5 Results and Discussion
The PTCL wireline portal is a web-based application
that allows users to access various services provided
by Pakistan Telecommunication Company Limited
(PTCL). To use the portal, users are required to pro-
vide their login credentials, which consist of a user-
name and a password. These credentials are used to
authenticate the user and provide access to the por-
tal’s features.

When the user enters their login credentials into the
appropriate fields, the information is sent over the in-
ternet to the PTCL wireline portal server. The server
verifies the user’s credentials by comparing them with
the information stored in its database. If the creden-
tials are correct, the user is granted access to the por-
tal, and if not, access is denied. The login process is
secured using various techniques to ensure the confi-
dentiality and integrity of the user’s credentials. For
example, the credentials are typically encrypted us-
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Figure 9. PTCL Wireline Portal Login Page.

Figure 10. MFA Report Page for PTCL Wireline Portal.

ing SSL/TLS encryption to prevent unauthorized in-
terception by third parties. Additionally, the portal
may implement password policies to ensure that users
create strong and unique passwords that are difficult
to guess.

Once the user is authenticated, they can access the
various features provided by the portal. These may in-
clude managing their PTCL wireline account, paying
bills, viewing usage reports, and accessing customer
support. To protect the user’s privacy, the portal may
employ additional security measures such as session
timeouts, which automatically log the user out of the
portal after a period of inactivity.

The PTCL wireline portal provides a secure and
convenient way for users to access the services of-
fered by PTCL. By implementing various security
measures, the portal ensures that user credentials and
personal information remain protected from unautho-
rized access or interception as shown in Figure 9. Fig-
ures 10-12 shows a user interface for a MFA (multi-
factor authentication) report system. The user has

already logged in through the PTCL wireline portal
and is now on the MFA Report page. The page has
various filtering options to generate reports based on
specific criteria. The first dropdown menu allows the
user to select a region for which they want to gener-
ate the report. The second dropdown menu contains
the names of exchanges, which are most likely spe-
cific locations or branches within the selected region.
These options help the user filter the report based
on a specific location or area. The next two options
are calendars for selecting the start and end dates of
the report. These calendars allow the user to specify
a time period for the report. The MFA report page
provides a user-friendly interface to generate reports
related to multi-factor authentication for a particu-
lar region, exchange, and time period. The filtering
options allow users to obtain more specific and cus-
tomized reports, which can help organizations track
and analyze their MFA usage for security purposes.

The Figure 13 and 14 appear to depict a log view
interface for MFA (multi-factor authentication) logs.
The interface contains a search field for the DSL user-
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Figure 11. MFA Report Page for PTCL Wireline Portal.

Figure 12. MFA Report Page for PTCL Wireline Portal.

name, which allows users to search for logs associated
with a specific phone number. Once a search is per-
formed, a list of logs is displayed in tabular format.
PTCL wireline portal and its associated MFA (multi
factor authentication) report system align with the
goals of ”reducing threats, lowering costs, and improv-
ing efficiency.”

• Reduce Threats: MFA Report Page: The filter-
ing options in the MFA report page allow users
to generate reports based on specific regions, ex-
changes, and time periods. This provides a tool
for administrators to track and analyze MFA us-
age, helping to identify any suspicious patterns
or potential threats. The detailed MFA logs with
error descriptions provide insights into authen-
tication attempts and issues, aiding in the de-
tection and mitigation of threats. User Activity
Data: The graphical representation of user ac-
tivity, distinguishing between genuine and ma-
licious users, is a proactive measure to identify
and address potential threats within the organi-
zation. By visualizing and analyzing user activ-

ity, administrators can quickly spot anomalies
and take corrective actions.

• Lowering Costs: Efficient Reporting: The user-
friendly interface of the MFA report page, with
filtering options and a comprehensive log view,
contributes to efficient reporting and analy-
sis. This can potentially reduce the time and
resources spent on manual inspection and trou-
bleshooting. Identifying and resolving authen-
tication issues promptly can also contribute
to cost savings by minimizing disruptions and
support-related expenses.

• Improve Efficiency: Comprehensive User Activ-
ity Visualization: The graphical representation
of user activity provides a quick and efficient
way for administrators to understand the distri-
bution of genuine and malicious user activity.
This visualization helps in making informed
decisions promptly, improving the efficiency of
threat detection and response. Detailed MFA
Logs: The tabular format of MFA logs, includ-
ing various columns such as username, error
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Figure 13. MFA Logs for Detailed User Activity and Error Analysis.

Figure 14. MFA Logs for Detailed User Activity and Error Analysis.

description, and timestamps, provides a struc-
tured and efficient way to review authentication
attempts. This detailed information streamlines
the troubleshooting process, enhancing overall
operational efficiency. The table contains several
columns that provide detailed information about
each log. These columns include the username,
error description, AAA NAS Port ID, CRM NE
IP, CRM Frame, CRM Slot, CRM Port, circuit,
CRM MAC Ad- dress, and log time. The table
contains several columns that provide detailed
information about each log. These columns in-
clude the username, error description, AAA

NAS Port ID, CRM NE IP, CRM Frame, CRM
Slot, CRM Port, circuit, CRM MAC Address,
and log time. The username column likely refers
to the user who attempted to log in, while the
other columns provide additional information
about the authentication attempt, such as the
network access server (NAS) port ID and the
customer relationship management (CRM) NE
IP address. The table also appears to display
detailed information about any errors or issues
encountered during the authentication attempt.
The error description column likely provides a
summary of the error or issue, while the other
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columns may provide additional context or in-
formation about the error. Overall, the interface
appears to provide a comprehensive view of MFA
logs for a given phone number, allowing adminis-
trators to quickly identify and troubleshoot any
issues with authentication attempts.

Figure 15 and Figure 16 represent the sampled data
of user activity in an organization, with Figure 15
showing a graph circle that indicates the distribution
of genuine user activity and malicious user activity.
The half circle that is shaded in blue represents the
activity of malicious users, while the half circle that
is shaded in orange represents the activity of genuine
users.

Figure 15. Activity Count of Genuine User and Malicious
User.

Figure 16. Data of Genuine User and Malicious Use.

Figure 16 shows a graphical representation of the
data, with bars indicating the activity levels of both
genuine and malicious users. The bars representing
malicious user activity are much taller than the bars
representing genuine user activity, indicating once
again that malicious users are more active than gen-
uine users. From this diagram, it can be seen that the
activity of malicious users is much higher than the

activity of genuine users. This data is significant be-
cause it is necessary to detect malicious insiders in an
organization, and this can only be done if there is a
clear understanding of the level of activity of both gen-
uine and malicious users. Evaluation against Stated
Goals:

• Threat Reduction: The MFA report system and
user activity visualization contribute to threat
reduction by providing tools for monitoring and
detecting potential malicious activities.

• Cost Reduction: The efficient reporting mecha-
nisms and prompt issue resolution can contribute
to cost reduction by minimizing downtime and
support-related expenses.

• Improved Efficiency: The user-friendly interfaces
and detailed logs enhance operational efficiency
by providing clear insights into MFA usage and
user activity. In the evaluation, we provide quan-
titative and qualitative metrics or examples to
demonstrate how proposed approach effectively
addresses these goals. For instance, we could
present statistics on the reduction of security
incidents, improvements in response times, or
any cost savings achieved through their system.
This would strengthen the assessment of the
effectiveness of the work in reducing threats,
lowering costs, and improving efficiency, as per
their stated objectives.

6 Conclusions
In conclusion, cloud-based machine learning has be-
come an essential technology for various applications
in recent years. However, with the increased use of
cloud-based machine learning, security and privacy
concerns have also increased. Various approaches
have been proposed to address these concerns, includ-
ing homomorphic encryption, differential privacy,
blockchain-based frameworks, and machine learning-
based intrusion detection systems. This paper has re-
viewed many recent studies on security and privacy in
cloud-based machine learning, providing an overview
of the current state-of-the-art techniques in this field.
The studies discussed in this paper have presented
different approaches for protecting data and models
in cloud-based machine learning environments from
insider attacks, privacy breaches, and other security
threats. Moreover, the research suggests that a combi-
nation of techniques such as differential privacy, fully
homomorphic encryption, blockchain, and machine
learning-based intrusion detection systems can be
used to enhance security and privacy in cloud-based
machine learning systems. The approaches discussed
in this paper can be used as a foundation for future
research on security and privacy in cloud-based ma-
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chine learning. Finally, it is important to note that
security and privacy in cloud-based machine learning
is an active area of research, and new techniques and
solutions are constantly being developed. Therefore,
ongoing research and development efforts are needed
to address the evolving security and privacy threats
in cloud-based machine learning environments.
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