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A B S T R A C T

In this paper, a new audio watermarking scheme is proposed that addresses
the synchronization problem using an adaptive filter. To spread the watermark
energy across the spectrum of the host audio signal, the scheme uses Hamming
coding, convolutional encoding, and generalized PN sequence generation
and for watermark recovery, the scheme utilizes Viterbi decoding. Also, the
watermark cannot be detected either statistically or perceptually. To increase
the watermark embedding capacity, the watermark is embedded in certain
areas of the host signal, which increases the masking threshold. By using a
high masking threshold, the adaptive watermark insertion, blind detection,
robustness, and capacity of watermarking are enhanced in comparison to similar
methods. Finally, experimental results show that in addition to guaranteeing
an error bit rate (BER) of almost 0 for non- and minor-attack conditions, the
BER is substantially improved in the case of low-pass filtering at a cutoff
frequency as low as 3.2 KHz.

1 Introduction
Watermarking plays an essential role in the security
of multimedia systems. The characteristics of the hu-
man auditory and visual system are the basis of de-
signing a watermarking system that invisibly embeds
information in the main signal and is resistant to
attacks and distortions [1]. Since the Human Audi-
tory System (HAS) is very sensitive and the qual-
ity of the watermarked audio is highly affected by
its code, audio watermarking faces more challenges
than image watermarking [2]. The emergence of dig-
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ital data and its application in telecommunications
has resulted in the spread of digital watermarking.
Watermarking, steganography, and cryptography are
the knowledge of protecting information or commu-
nication against unauthorized access. In watermark-
ing, a secret message is hidden in a cover signal. The
message to be hidden (embedded) is called a water-
mark, and the signal where the watermark is to be
embedded is called the host signal. In audio water-
marking, a model based on the characteristics of the
HAS, called the psychoacoustic auditory model [1], is
used to make the embedded watermark invisible in
the host signal. An audio signal has a variety of do-
main representations that can be used in digital au-
dio watermarking. Existing audio watermarking can
be classified into three main categories as shown in
Figure 1: time (spatial) domain algorithms [3, 4], fre-
quency (transform) domain techniques [5–7], and hy-
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Figure 1. Classification of the Existing Audio Watermarking Techniques.

brid techniques [8]. In the spatial domain techniques,
the bit value is modified and the watermark is embed-
ded directly into the original audio. This technique
is computationally simple; however, it is also con-
sidered weak against adding noise, compression, and
recognizing watermarking techniques. Transform do-
main techniques exploit the benefit of HAS to embed
a watermark into those components that are percep-
tually significant, leading to high robustness against
attacks [9]. In these techniques, the transform coeffi-
cients of the audio signal are extracted and the wa-
termark is embedded into the coefficients. The hy-
brid techniques utilize a mixture of spatial or trans-
form domain techniques to enhance the performance.
For example, DWT-DCT [10], DWT-SVD [11], DCT-
DWT-SVD [12], methods based on both spatial and
frequency domains [8], and so on.

Methods like LSB, echo coding, phase coding,
phase modulation, piece-wise methods, spread spec-
trum (SS), and wavelet decomposition tree are among
the fundamental and efficient methods in this con-

text. SS-based methods are of particular importance
[13]. In these methods, the watermark spectrum is
spread in the frequency domain; thus, the robustness
of the watermark against attacks increases. One of
the main problems in SS techniques is synchroniza-
tion [14]. In the paper, the proposed watermarking
algorithm employs an extended SS communication
technique and an adaptive synchronization to resolve
this issue. It is assumed that after data transmission,
information related to the SS technique in the em-
bedding procedure is retrieved by the receiver and
then it is used to extract the watermark bit sequence
in the decoding process. So, the proposed watermark-
ing system is blind; i.e., the receiver does not require
any knowledge about the original audio signal in the
extraction process.

In the watermarking systems, one of the require-
ments is to maintain the perceptual quality of the
host signal, which is known as system transparency.
The masking threshold, or the lowest auditory thresh-
old, plays a vital role in the psychoacoustic model



Research Article, 2023, Volume 10, Number 2 (pp. 31–44) 33

which is the key to the success of audio watermarking
systems [15]. In this paper, the SS algorithm is first
addressed using the conventional pseudo-noise (PN)
code which is also known as a conventional SS. Then,
to improve the performance of the retrieval process,
the SS technique along with the generalized PN code
[7] is considered. The bit error rate (BER) of the re-
trieved watermark signal is also examined in both the
conventional SS and the generalized spread spectrum
(GSS) algorithms. After that, based on the percep-
tual entropy model [15], a suitable mask that has the
highest masking threshold, is suggested to increase
the capacity of the watermark. In general, the high
auditory masking threshold has benefits including a
higher compression rate, higher payload, more hid-
ing capacity in the watermarking system, and higher
energy for the watermarking signal; however, it in-
creases the possibility of audible distortion. To deal
with this issue, in the proposed algorithm, the water-
mark is adjusted before insertion into the host signal.
In the proposed method, by measuring appropriate
auditory masking, the perceptual transparency of the
system is considered based on the ISO/MPEG stan-
dard.

The remaining sections of the paper are organized
as follows: Section 2 reviews previous studies. Section
3 provides the principles of audio watermarking based
on SS. Section 4 illustrates the detailed procedure of
the proposed method. Finally, the paper is evaluated
in Section 5 and concluded in Section 6.

2 Related Works
Audio watermarking technology has been less dis-
cussed compared to image watermarking technology.
In audio watermarking, information is embedded in
audio signals to be used for purposes such as infor-
mation source identification, owner authentication,
copyright protection, publication monitoring, and
copy control. According to the International Federa-
tion of the Phonographic Industry (IFPI) regulations
an audio watermarking algorithm must satisfy three
following requirements to perform accurately [16] :
1) by inserting a watermark signal in the original
signal, the transparency should not degrade; 2) SNR
(Signal to Noise ratio) of the watermarked audio sig-
nal should always be greater than 20 dB and there
should be more than 20 bps data payload for the
watermark; 3) The watermark should resist different
signal processing and attacks, such as A/D and D/A
conversions, adding or multiplying noise and MP3
compression. Additionally, the watermark should be
robust against unwanted decryption, deletion and
embedding. These requirements present significant
challenges for audio watermarking. The most essen-

tial weakness of audio watermarking algorithms is re-
lated to their low watermark payload and robustness.

SS-based methods are one of the most robust fre-
quency domain-based algorithms in audio watermark-
ing. In SS communication, increasing the signal band-
width at the transmitter makes the signal more resis-
tant to interferences [13]. SS-based watermarking has
been used recently in audio watermarking and image
watermarking where the pseudo-noise sequences are
used as watermarks. SS-based methods aim to extend
the information embedded in the frequency spectrum
of the original signal. The author of [1] proposed a
digital audio watermarking to hide the information
signal in a digital form based on SS. Shokri et al.
[17] produced a blind-detection audio watermarking
algorithm using SS. One main problem of traditional
SS-based audio algorithms is host signal interference
[15], which acts as a noise source during the extrac-
tion process. Large host signal interference decreases
the accuracy of the watermark extraction and leads
to reducing the robustness of the method. In [18], a
new watermarking modulation technique, denoted by
Improved Spread Spectrum, is proposed that can re-
solve the host signal interference. In [19], a method
based on the correlation between the host signal and
the watermark as well as the bit message to be em-
bedded is presented to improve robustness. A high-
capacity audio watermarking scheme based on SS and
discrete cosine transform has been proposed by Xi-
ang et al. [20]. Their method ensures satisfactory im-
perceptibility and robustness. In [21], an audio water-
marking scheme using SS is presented, which exploits
the perceptual characteristic of the watermarked au-
dio to achieve an optimized estimation-equalization-
correlation-based extraction. In [22], the authors in-
troduced a multiple orthogonal sequence SS to em-
bed parallel watermarks to improve its capacity. The
authors of [23] used Hadamard sequences to embed
and extract watermarks instead of pseudo-noise se-
quences. Their scheme achieves a better perceptual
quality and a higher embedding capacity while ensur-
ing strong robustness.

In [24], an SS-based audio watermarking system
using a genetic algorithm has been proposed that
resists MP3 compression attacks. Another paper [25]
proposed a robust and blind audio watermarking
scheme based on SS, in which the watermarks have
been embedded in low- frequency. In addition, the
psychoacoustic model and Savitsky-Golay filter have
been used to increase imperceptibility and extraction
accuracy, respectively. In [26], the authors investi-
gated the effect of the constrained SNR on the opti-
mization of the scaling parameter and presented an
SNR-constrained optimization model. Their scheme
used a binary search algorithm and a heuristic search
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algorithm to find the optimal scaling parameter
for watermark embedding. In [27], a segment multi-
objective optimization model has been proposed to
adjust the scaling parameter under the constrained
SNR in SS-based audio watermarking. Furthermore,
they adopted a genetic-based sorting algorithm to
provide flexible choices for different application de-
mands. In [28], a blind audio watermarking method
was proposed that uses two different techniques to
embed binary bits and auxiliary information within
separate ranges of an FFT sequence. The paper intro-
duced an adaptive vector norm modulation method
and an improved SS to achieve a fair balance of
imperceptibility, robustness and payload capacity.

3 Basic Concepts
3.1 Spread Spectrum (SS)-Based Algorithms

The general principle of the SS algorithm is to use
more bandwidth than the original signal while main-
taining the same signal power [1]. As the bandwidth
increases, the power spectral density (PSD) of the
signal decreases just like a noisy signal. The signal
spreading is performed by combining the signal with
a code, which depends on the transmitted data type.
Some of the advantages of the SS-based algorithm are
as follows: by spreading a signal around a large fre-
quency band, the PSD of the signal is dramatically
reduced. The possibility of random access increases,
i.e., more users are allowed to use the frequency band
due to the generation of more codes. The greater the
number of users, the more interferences are limited.
The transmitted data cannot be retrieved without
knowing the spread code. The more bandwidth the
system uses, the less distortion it has. In the trans-
mitter, a PN sequence (code) is used to spread the
watermark signal. The same PN sequence is used at
the receiver for de-spreading. The PN sequences play
a crucial role in Direct Sequence Spread Spectrum
(DSSS) systems since the baseband signal is used for
both spreading and dispreading [13]. In general, there
are two types of PN sequences: conventional and gen-
eralized [7]. The elements of the conventional PN are
{−1, +1} and the elements of the generalized PN se-
quence are {−1, 0, +1}. In SS-based algorithms, the
watermark signal is spread via the multiplication of
the watermark signal by the PN sequence. In some
SS-based audio watermarking methods [29], the wa-
termark signal spreading is performed using a conven-
tional PN sequence. In this paper, a generalized PN
sequence is used to reduce the BER of the retrieved
watermark.

3.2 Watermarking Based on the Conven-
tional SS Method

Figure 2 shows the diagram of the watermark sig-
nal generation in the SS technique. A convolutional
encoder and its corresponding Viterbi decoder [30]
are utilized for spreading the watermark signal. Con-
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Figure 2. A General Model of SS Watermarking.

sider k as the length of the convolutional encoder.
The convolutional encoder maps bits to L symbols
and r = (5 × k)/L indicates the rate of the convolu-
tional decoder. The watermark signal codeword W =
{w0, . . . , wL−1} is encoded in a convolutional manner
for the generalized DSSS. The convolutional interleav-
ing of symbols is performed and interleaved codes are
obtained as follows:

Z(t) =
L−1∑
i=0

wiu (t − JiTs) , 0 ≤ t < T (1)

u(t) =

 1, 0 ≤ t < Ts

0, otherwise
(2)

where Ts = L/T is the symbol of time and J =
{J0, . . . , JL−1} refers to the symbols’ interleaving co-
efficient [13]. In the next step, a header signal is added
to the interleaved codeword to determine the exact po-
sition of the watermarked signal at the receiver. The
output signal (Z ′(t)) is modulated by BPSK modu-
lation and is spread using the PN sequence C(t) as
follows:

X(t) = c
√

2E/T cos(ωt)C(t)Z ′(t), 0 ≤ t < T (3)

where E is the energy of each code word, Tc = Ts/N
is the length of each chip. indicates the number of
elements in a PN sequence, the carrier frequency is in
the form of ω > 2πT −1

c . PN sequence C(t) is defined
based on Equation (4):

C(t) =
N(L−1)∑

i=0
Aiv (t − iTc) , 0 ≤ t < T (4)



Research Article, 2023, Volume 10, Number 2 (pp. 31–44) 35

v(t) =

{
1, 0 ≤ t < Tc

0, otherwise
(5)

where Ai = {−1, +1} are the elements of the conven-
tional PN and Ai = {−1, 0, +1} are the elements of
the generalized PN. Also, the occurrence probability
of a bit in the generalized PN sequence is considered
as follows:

Pr {Ai = +1} = Prr {Ai = 0} = Pr {Ai = −1} = 1
3

(6)
and for the conventional PN sequence:

pr {Ai = +1} = pr {Ai = −1} = 1
2

(7)

To compensate for the energy loss due to the presence
of zero in the generalized PN sequence, the normal-
ization factor c =

√
NL
U is used, where U is the total

number of non-zero chips per L-coded symbols of wa-
termarked signal, and N is the number of elements
in a PN sequence [31]. The output of this part is the
audio signal of the watermark.

3.3 Watermark Embedding in SS

Suppose there is one-bit information (b) in n samples
of coefficients of the signal S. Therefore, the bit rate
is 1/n (bit/sample). The embedding is performed as
follows:

S = x + bu (8)
The distortion in the embedded signal is defined as
1
n ∥s − x∥2 as follows:

D = 1
n

∥bu∥2 = 1
n

∥u∥2 = σ2
u (9)

The channel is modeled as Additive White Gaussian
Noise (AWGN): y = s + n and the watermark is re-
trieved by calculating r, which is known as normal-
ized sufficient statistics:

r = ⟨y, u⟩
⟨u, u⟩

= ⟨bu + x + n, u⟩
nσ2

u

= b + cx + cn (10)

The embedded bit is estimated as b̂ = sign(r). Based
on Equation 10:

cn = ⟨n, u⟩
nσ2

u

, cx = ⟨x, u⟩
nσ2

u

(11)

Simple statistical models are considered for host sig-
nal X and attack noise n, in which both sequences
are uncorrelated random white Gaussian noise.

ni ≈ n
(
0, σ2

n

)
, xi ≈ n

(
0, σ2

x

)
(12)

Then, it can easily be shown that r is also a Gaussian
variable as follows:

r ≈ n
(
mr, σ2

r

)
⇒

mr = E[r] = b

σ2
r = σ2

x+σ2
n

nσ2
u

(13)

As the occurrence probability of bits +1 and -1 is
equal, the case b = 1 is only considered for calculating
the error probability with this assumption that an
error occurs when r < 0. Thus the error probability
p is measured as follows:

p = pr{r < 0 | b = 1} = 1
2

erfc

(
mr

σr

√
2

)
(14)

= 1
2

erfc

(√
σ2

un

2 (σ2
x + σ2

n)

)

where erfc(.) is the complementary error function.
The error probability curve based on a function of
SNR(mr/σr) is shown in Figure 3. According to
Equation 14, there is a compromise between the wa-
termark bit rate and the quality of the watermarked
signal with stable robustness against errors. The
more length of the chip sequence (n), the higher the
decrease in the error probability. The watermark bit
rate decreased as well. On the other hand, by in-
creasing the signal energy(σ2

u), the error probability
decreases which leads to a reduction of the percep-
tual quality of the watermarked signal. The DSSS

 

Figure 3. Error Probability as a Function of SNR [4].

systems spread the information bandwidth using a
large factor called processing gain (GP). In order to
sufficiently retrieve the embedded watermark using
a decoder, the SS system should provide a sufficient
processing gain.

Audio signals are usually considered baseband
signals. SS method can be applied to a passband
system(f0 > 0) or a baseband system(f0 > 0) with-
out loss of any generality. The frequency response of
such systems determines which frequencies are likely
to be available at the receiver. Consider a baseband
signal without any modulation(f0 = 0), where its
amplitude spectrum is as follows: With a passband
modulation(f0 > 0), the amplitude spectrum is as fol-
lows: In Figures 4 and 5,fs is the sampling frequency
of the system.
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Figure 4. Parameters of a Baseband System [1].

Figure 5. A Passband System With LF and HF Frequency
Limits [1].

If a system has a low frequency(Lf ) limit and a
high frequency(Hf ) limit, the frequency of modula-
tion f0 should be chosen so that the two sides of the
band are between the lower and upper-frequency lim-
its. Any side of the band, outside this range, will re-
sult in interference and data loss. Considering these
limitations, the parameters are selected as follows:

Lf + Rc ≤ f0 ≤ Hf − Rc

Lf ≥ 0

Hf ≤ fs

2

(15)

3.4 Embedding Using the Highest Auditory
Masking Threshold

After spreading the watermark signal, a psychoacous-
tic auditory model is used based on the IOS-MPEG
standard for embedding watermarks in the original
audio signal [32–35]. The psychoacoustic auditory
model determines the original audio signal. The low-
est human auditory threshold defines the position of
the watermark embedding. The signal is embedded
in the vacant spaces in the host signal which are
identified by the psychoacoustic auditory model. Af-
ter removing lower frequency components from the
masking threshold and inserting the spread water-
mark signal in this area, the watermark embedding
is performed in the original signal. In some SS-based
algorithms, the watermark signal is spread through-
out the host signal to obtain a robust watermarking
signal. Despite the high robustness of the method, its
computational complexity is high and is not suitable
for applications requiring fast encoding and decoding.
To solve this problem, by reducing the robustness
level, the watermark is embedded in a specific space
of the host signal.

In the method, areas with a length greater than
the length of the watermark frame and energy more

than the average watermark energy are considered
and the watermark is only inserted into those areas.
As mentioned above, algorithms that use all of the
host signals to embed watermark data need long pro-
cesses and their computational complexity is high due
to operations such as encoding and decoding that in-
clude several Fourier transforms and inverse Fourier
transforms [1, 36]. If the embedding area is limited
to some parts of the host signal, instead of the entire
host signal, the operation is simplified and the detec-
tion speed is increased. In this case, it is observed that
the masking threshold is higher than what was previ-
ously calculated because the watermark embedding is
performed in high-energy areas of the original signal.
The higher the masking threshold, the more vacant
spaces below this threshold; thus, the watermark ca-
pacity increases, and more data can be inserted into
the original signal. In the watermarking system, there
is a compromise between the masking threshold in the
upper position and the ability to hear the watermark
signal. Having the highest possible masking thresh-
old and preventing audible distortions are key issues
in using the psychoacoustic auditory model. In the
model, for this purpose, watermarks are adjusted be-
fore inserting into the original audio signal. In this sys-
tem, each watermark frame is divided into four sub-
frames. Then the first three subframes and the last
three subframes exist in conditions different than the
rest. Therefore, there is a 75% overlap between mod-
ified watermark frames (See Figure 1 from [32] ). By
appropriately adjusting the watermark, the energy of
the host signal is approximately equal to the energy
of the watermarked signal.

3.5 Watermark Retrieval in SS Technique

The watermark retrieval process is shown in Figure 6.
X̂(t) is a watermarked signal that is first multiplied
by the same PN sequence utilized in Figure 2 and the
frame r(t) is obtained. The r(t) is demodulated by
BPSK demodulation and its output is Ŷ (t). The sig-
nal Ŷ (t) is compared with the zero threshold in the
decision-making section. If Ŷ (t) ≥ 0, the output sig-
nal will be 1 and if it is smaller than zero, the out-
put signal will be -1. To detect the header signal in
the frame ŷ(t), first, a high-precision adaptive filter
is used at the receiver. The ŷ(t) is a dispreading sig-
nal in the watermark retrieval process to detect the
position of the header(t) signal in the watermarked
audio signal [32] . ẑ(t) is a dispreading signal with-
out header signal that the de-interleaving process is
performed on it. Ts = T/L and B = {b0, . . . , bL−1}
refers to the symbols’ de-interleaving coefficient.
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Figure 6. Watermark Retrieval System in the SS Technique.

3.6 Viterbi Decoding

Viterbi algorithm [30] is one of the decoding algo-
rithms used to decode convolutional codes. Viterbi
decoding reduces the computational load in the net-
work structure of an encoder. In this study, based on
the previous literature [7], the length of the decoder
output is considered 5Œk since the decoder’s errors
are negligible. Viterbi decoding benefits from having
a fixed decoding time. The complexity of the decoder
is independent of the number of symbols in the code-
word. Also, it uses the hamming distance criterion
[29].

4 The Proposed Method
4.1 Watermark Generation and Embedding

Procedures

The purpose is to produce a watermark audio signal
X(t) containing a sequence of watermark bits. The
DS/BPSK is a technique used for generating the sig-
nal X(t). The procedure is shown in Figure 7. In the
above figure, let {W} be the original bit stream (i.e.
watermark), m is a repeat coder. Suppose {WR} that
indicates the watermark after applying a repeat cod-
ing process, {WH} is the output of the Hamming cod-
ing process [29], J and T are the width and length
of the interleaved matrix, Z(t) indicates the water-
mark signal after interleaving process, {Header} or
Header(t) is the header sequence file, {d} is a se-
quence to be spread and sent; finally, f0 is a frequency
used by the BPSK modulator. The host audio signals
are split into smaller overlap segments and each seg-
ment is processed separately. After processing, these
segments are ordered sequentially. Another consider-
ation in the watermarking algorithm is related to the
length of the audio signal which should be greater
than the length of the watermark signal [37]. There-
fore, the watermark signal can be repeated during
the time interval of the audio signal. Figure 8 shows
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the audio signal and the watermark signal. As can be
seen, the watermark is repeated several times. The

 

Figure 8. Frame Segmentation and Watermark Redundancy.

total number of frames (NF) is calculated as follows:

NF =
⌈

L − OV

B − OV

⌉
(16)

where L is the overall length of the audio signal, B is
the desired length for the frame, and OV indicates the
number of samples between two successive frames. In
Figure 8, two frames with an equal length are chosen
from the audio signal and the corresponding point
in the watermark signal. If the size of the last frame
is less than B, then the zero-padding data is added.
These paddings are ignored in the post-processing.

4.2 Watermark Synchronization and Extrac-
tion

For better synchronization and dispreading of the wa-
termark signal, it is required to be aware of the pa-
rameters used for the generation of the watermark
signal. The process of synchronization is usually per-
formed in two steps. First, a coarse synchronization
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called "Acquisition" is performed with a precision of
less than one chip. After this step, a fine synchroniza-
tion is performed to accurately align the ends and
correct for slight differences in the clock signal during
transmission, called by PN "Tracking" step. Theoret-
ically, the acquisition and tracking can be applied in
one step along with adaptive correlation filters and
used to compare the input signal with the local PN
sequence with a higher resolution [29].

4.3 Generating Header(t) Signal

The generation process of the header(t) signal is simi-
lar to what previously was mentioned, except in which
the {header(t)} sequence is the only input. The exact
position of the watermark signal in the watermarked
signal is specified using the audio signal. The frame
segmentation is required to analyze the entire water-
mark signal. The parameters of the frame segmenta-
tion are selected so that there are two header(t) sig-
nals in each frame. Thus, the value of B is two times
greater than the number of header(t) samples and the
value of OV is half the number of header(t) samples.
The resulting frame of this signal with length B is
called r(t) [9].

4.4 Tracking the Position of Header(t)

In this case, a high-resolution adaptive filter is used
to detect the header(t) in the frame r(t), and thus all
the occurrences of header(t) in the watermarked au-
dio signal are identified. The adaptive filters utilize
a training process and adaptive methods to create
the transfer function of the desired filter H(t). The
components of the transfer function are periodically
updated from the original signal values or estimates
made from the stored data. The high-resolution de-
tection filter is calculated as follows [29]:

H(t) = HEADER∗(t)
⟨|R(t)|2⟩

(17)

whereR(t) = FFT (r(t))

HEADER(t) = FFT ( header (t))
(18)

where FFT is the Fast Fourier Transform. This proce-
dure is used to estimate the average signal spectrum
plus the noise in the original input. The smoothing
process is also called the inner block averaging or the
average ratio of the frequency domain which is de-
fined as follows:〈

|R(t)|2
〉

= 1
2π

|R(t)|2 × W (t) (19)

There is a convolution of the Hamming window of
frequency averaging W (t) and the input signal spec-

trum. W (t) is a Hamming window with a width of
10%. The filter output is calculated as follows:

DET (t) = R(t)HEADER∗(t)
⟨|R(t)|2⟩

(20)

where R(t) is the filter input. In the time domain, the
output is analyzed as follows:

det(t) = real(IFFT (DET (t))) (21)

where IFFT represents the inverse FFT . A typical
example of the det(t) filter output is demonstrated
in Figure 9. The peak is the position of the sample,
where header(t) in the frame r(t) is initiated.

Figure 9. Peak Detection in Det(t) [1]

4.5 Peak Detection in Det(t)

The tracking is performed for all frames in the water-
marked signal and all peak positions are saved for the
next analysis.

4.6 Watermark Retrieval System

The process of the considered watermark recovery is
shown in Figure 10. For each peak position found in
the watermarked signal, a frame x̂(t) with the same
length as the length of the watermarked signal is se-
lected. Based on the figure, y(t) is calculated as fol-
lows:

y(t) = c(t)x̂(t) (22)
And consequently,

ŷ(t) = y(t)
√

2
Tb

cos (2πf0t) (23)

Bit sequences are estimated as follows:

Ŷ (t) =
∫ Ts

0
ŷ(t)dt (24)

Signal Ŷ (t) is compared with zero threshold and the
retrieved bit sequence d̂(t) is created as follows:
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Figure 10. The Proposed Watermark Recovery System

d̂(t) =

−1, Ŷ (t) < 0

1, Ŷ (t) ≥ 0
(25)

After the above process, the {header} sequence is ex-
tracted from the d̂(t) bit sequence and a bit sequence
{ŵI} is generated. The de-interleaving process is per-
formed that Ts = T/L and B = {b0, . . . , bL−1} refers
to the symbols’ de-interleaving coefficient. Unlike the
transmitter, the extracted bits are written by rows
and read by columns; {ŵR} is the de-interleaved se-
quence [38].

ŵR =
m(L−1)∑

i=0
ŵIiu (t − BTs) (26)

Bit sequence {ŵR} is sent to the Viterbi decoder to re-
cover the watermark signal’s bits. The final retrieved
sequence {ŵ} is obtained after Hamming and repeat
decoding of the retrieved watermark.

5 Evaluation and Results
The proposed watermarking model is simulated by
Matlab and processed on a processor with Core i5,
3.40 GHz, RAM 8.00 GB. Three signals are investi-
gated for implementation: the first signal is extracted
from a light music, the second one is from a pop mu-
sic and the third signal is a sample of a speech signal.
The sampling rate of 44100Hz with 16-bit quantiza-
tion is used for all samples. The statistical character-

istics of the signals are shown in Figure 11.

The proposed model is exposed to various attacks
that are described in the following and the obtained
results are summarized in Table 1.

• Adding AWGN noise: White noise with SNR =
20dB is added to watermarked samples. As can
be seen, for all signals subject to AWGN noise,
the BERs are lower than 0.5 with f0 = 1000 −
2000Hz.

• Re-quantization: The sample resolution is
changed to 8 bits and re-quantized to 16 bits.
It should be noted that this feature of the at-
tack is along with the down-sampling feature
and shown as DS-64kps in the results table. The
BER value for f0 = 1000 − 2000Hz is very
small and reflects the robustness of the proposed
algorithm against quantization analysis.

• Nonlinear quantization: Samples of watermarked
signal are converted to a logarithmic value us-
ing the curve A-Law and µ − Law, and linearly
quantized in 8 bits, then the inverse operation is
performed.

• Resampling: The sampling rate of the water-
marked signal is reduced to 22,05 KHz and then
resampled to the original rate (44,1 KHz). This
causes audible distortions, especially in audio
tracks with high frequencies.

• Adding echo: An echo of the audio watermarked
signal with delay = 100ms and half amplitude
of the original signal is added. The results show
that the method has a good robustness against
echo.

• Low Pass Filter (LPF): A cutoff frequency of
3200Hz and the designed 10th-order Butter-
worth filter with a 60 dB drop in the stopband.
The results demonstrate that the method has a
high robustness against LPF attacks despite the
significant distortions in signal quality.

Overall, the results indicate that the method is ro-
bust against various attacks including adding AWGN
noise, DS 64kbps, nonlinear quantization, resampling,
low pass filter and adding echo. In the proposed al-
gorithm, based on the results shown in Table 1, max-
imum robustness has been achieved against AWGN,
re-quantization, resampling, LPF, and echo attacks
at f0 = 1000Hz − 2000Hz. In other words, by de-
creasing the center frequency of the modulation f0,
the algorithm’s robustness against attacks increased.
To better understand the issue, consider Figures 12-
14. As can be seen, the most energy of the spread wa-
termark signal (more than 95%) is in the baseband
in the frequency range from 0 to 850Hz (r is 850Hz in
Figure 14). When the signal is modulated, the spec-
trum is positioned around the center frequency of



40 A Generalized Spread Spectrum-Based Audio. . . — M. Abdolrazzagh-Nezhad, S. Kabirirad, et al.

Table 1. The Obtained Results From Simulating the Attacks.

Track Num SNR (dB) f0(Hz)
BER (%)

AWGN DS 64kbps µ-law A-Law Resampling LPF Echo

Track 1 14.8

1000 0.0 0.0 0.0 0.0 0.0 0.0 0.0

2000 0.2 0.9 0.2 0.5 0.0 1.0 0.0

3500 8.2 8.0 5.1 13.0 0.7 5.0 4.4

5000 21.2 20.3 7.9 14.6 0.9 22.0 12.2

Track 2 13.3

1000 0.0 0.0 0.0 0.0 0.0 0.0 0.0

2000 0.4 1.0 1.0 0.8 0.0 2.4 0.0

3500 4.5 11.0 6.4 12.0 1.0 7.0 0.0

5000 12.0 25.5 10.2 16.4 4.1 20.0 4.0

Track 3 13.5

1000 0.5 1.0 0.0 0.0 0.0 0.3 1.0

2000 10.0 1.4 1.0 0.6 0.6 2.3 0.2

3500 17.0 10.0 4.2 14.0 2.6 5.0 1.0

5000 46.0 20.0 8.0 18.5 1.0 20.0 6.2

Figure 11. The Histogram of Three Audio Signals: (1) Light
Music, (2) Pop Music, and (3) Speech.

modulation; i.e., f0. Therefore, the upper part of the
watermark spectrum reaches (f0 + 850)Hz and the
lower part is (f0−850)Hz. Since most attacks are low-
pass, the upper band should not exceed the cut-off
frequency of the attacks. For example, in a low-pass
filter attack with a cut-off frequency of 3200Hz, the
maximum value for f0 should be limited to 2350Hz
to have the minimum failure rate in the watermark.
That is why the performance of the proposed system is
good against the attacks with f0 = 1000Hz−2000Hz,
while its robustness for f0 = 3500Hz − 5000Hz is
very low. In the proposed algorithm, the watermark
is highly robust against a wide range of attacks which
are justified as follows:

• Using the BPSK modulation with an adjustable
center frequency of modulation (f0)

• Using the SS technique to extend the spectrum
of the watermark signal across the spectrum of
the host audio signal.

• Adding a watermark to host audio signal in the
frequency domain using an adaptive synchroniza-

Figure 12. Baseband Watermarking Signal (f0 = 0).

Figure 13. Signal Frequency Spectrum.

tion.
• Existence of overlaps in framing the watermark

signal and host audio.

In addition, the GSS watermarking technique has a
better performance than other watermarking tech-
niques. In retrieving the audio watermark signal, the
technique performs better than the conventional SS
technique. The performance of the proposed method
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Figure 14. Extended Passband Watermark Signal
(f0 = 1000).

based on GSS is examined in comparison with the
SS-based method. The results in Table 2 present the
BER (%) of the watermark retrieved from the three
audio signals under the following attacks for both con-
ventional and GSS-based methods.

Cropping attack: A few samples (1%) are removed
randomly from the watermarked audio signal.

White Gaussian Noise: The methods are examined
by white Gaussian noise with 20 dB. Low-pass filter:
For this kind of attack, we low pass the watermarked
signal with a cut-off frequency of 4 KHz.

Resampling: The watermarked signal is resampled
at 22.05 KHz and then back to the original frequency
(44.1 KHz).

MP3 compression: Resistance to MPEG 1 Audio
Layer III compression is tested using a compression
rate of 128 kbps on the watermarked signal.

We can see that the GSS-based method outper-
forms the conventional SS-based methods. Also, a
comparison is made between the proposed audio
watermarking method and some related schemes
based on SS. The comparison results are shown in
Table 3. As can be seen, our method outperforms the
compared schemes in most tests. Also, the proposed
method holds good robustness while its embedding
capacity is higher that that of the other methods.

6 Conclusions
In this study, a spread spectrum scheme was proposed
using Hamming coding, convolutional encoding, and
generalized PN sequence generation to spread the wa-
termark energy across the spectrum of the host au-
dio signal and utilizing Viterbi decoding to improve
the performance of its watermarking retrieval system.
The proposed scheme consists of an adaptive filter
to address the synchronization problem. To have the
maximum embedding capacity of a watermark in the

original signal based on the IOS-MPEG standard, a
psychoacoustic auditory model is used based on rec-
ognizing the highest auditory masking threshold and
the spread spectrum technique. Additionally, a tech-
nique was presented to benefit the characteristics of
this masking. To increase the watermarking data hid-
ing capacity, the watermark was inserted into specific
regions of the host audio signal. Also, to maintain the
transparency of the original signal, the watermark sig-
nal was adjusted before inserting it into the original
signal.

In order to measure the robustness of the embed-
ded watermark signal in the original signal, the wa-
termarked signal was exposed to attacks such as noise
adding, compression, low pass filtering, resampling,
and cutting attacks. Experimental results show that
the proposed scheme, in the watermarking retrieval
process, performs better than the previous methods
(conventional spread spectrum-based methods) in
terms of robustness (increase) and BER (decrease).
Therefore, the scheme is very robust against many
common analyzes such as adding echoes and white
noise, linear and nonlinear quantization, low-pass
filtering, and re-sampling.

As for compression attacks, the proposed scheme
uses techniques such as Hamming coding, convolu-
tional encoding, and generalized PN sequence genera-
tion to spread the watermark energy across the spec-
trum of the host audio signal. This makes it resistant
to MP3 compression techniques that may remove or
alter certain frequency components of the audio sig-
nal. Additionally, the scheme uses Viterbi decoding
to recover the watermark from the compressed sig-
nal, which further improves its resistance to compres-
sion attacks. Overall, the proposed scheme is designed
to be robust against various attacks, including cut-
ting and compression attacks, by using a combination
of adaptive filtering, frequency spreading techniques,
and error correction coding.

Based on the techniques used in the proposed
scheme, it is suitable for audio signals with a wide
range of frequencies, including high tones. The use
of Hamming coding and convolutional encoding pro-
vides error correction capabilities, which can help
to recover the watermark even in the presence of
distortions or noise in the audio signal. Additionally,
the use of adaptive filtering and generalized PN se-
quence generation allows the scheme to synchronize
with the watermark even if it is shifted in time. How-
ever, it is important to note that the effectiveness
of the scheme may depend on the specific character-
istics of the audio signal and the type of distortion
present. The authors would like to point out that in
some cases, certain types of distortion may be more
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Table 2. BER (%) of the Watermark Retrieved from the Three Audio Signal.

BER (%)

Track

Num

Type of

encoding

Cropping

attack

White Gaussian

noise

Low-pass

filter
Resampling

MP3

compression

Track 1
Conventional 9 28 22 1.5 9.5

Generalized 0 0.18 0.9 0 0.2

Track 2
Conventional 2.5 13.2 23 3.2 24.5

Generalized 0 0.25 1.1 0 0.4

Track 3
Conventional 6 48 23 1.5 28.8

Generalized 1 6.2 1.3 0.4 0.55

Table 3. Comparison Results of the Proposed Method with Some Related Methods.

Attacks

None
White

Gaussian

Noise (20 dB)

Low-pass

filter

Resampling

(22.05kHz)

Re-quantization

(8bit)

MP3

compression

(128kbps)

Embed-

ding rate

Our

method
0.0 0.0

0.0(3.2

KHz)
0.0 0.0 0.2 127

Method in

[21]
0.0 0.5

0.1(10

KHz)
0.0 0.0 0.5 43

Method in

[20]
0.0 0.1

0.0

(8KHz)
- 0.0 0.1 84

Method in

[25]
0.0 0.0

0.0

(8KHz)
0.0 0.0 0.2 83

difficult to correct than others, and may require addi-
tional techniques or modifications to the watermark-
ing scheme. Therefore, as future work and to improve
the proposed scheme, it will be tested on a variety
of audio signals and distortion types and evaluated
its effectiveness in different scenarios by adding new
techniques or modifying the considered techniques.
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