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1 Introduction

The Internet of Things is a paradigm for connecting objects using a common
set of network technologies. Implementing IoT by host-to-host communication
models, such as IP, faces several challenges. It is because of the heterogeneous
and constrained devices that connect temporarily to different networks, and
different security domains. Also it requires communication capabilities, for both
local network and on a global scale. This paper examines how NDN, a proposed
architecture for future of the Internet, can respond to these challenges and
provide a safer and more straightforward method for deploying IoT. The NDN
content-centric communication model makes it possible to interact directly with
the contents, and because of this, IoT networks can be more easily developed
and configured. Also we show that using NDN would be more fruitful if it is
combined with Fog Computing. So, we propose a four-layer model in order to
achieve a better structure for IoT. In this model, NDN is used as the core of
the network, and routing operations are performed based on contents’ names.
Also, Fog Computing is used as the mediator between low-level sensors of 10T,
the core network, and at the highest level, the cloud which is a fundamental
component in IoT networks. In order to evaluate this model in comparison
with common models in IoT, we compare the NDN protocol with the MQTT
protocol, one of the most commonly used IoT protocols, based on the amount
of resource usage and delay.

© Research Article, 2022 JComSec. All rights reserved.

fordable and small embedded devices [I]. The expan-
sion of IoT using the current model of the Internet as

The Internet of Things or IoT, Which is still under de-
velopment, is proposed to connect objects with differ-
ent communication technologies. This is accomplished
with the help of a large and increasing number of af-
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a platform faces several challenges. One of the biggest
challenges is the existence of various types of IoT-
related technologies and protocols, which complicates
the communications.

Content-centric network is a paradigm of the net-
work, proposed for the future of the Internet. Instead
of concentrating on the host addresses, this model fo-
cuses on the data itself. One of the implementations
for this model is NDN (Named Data Networking) ar-
chitecture 2], which is derived from its earlier archi-
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tecture - the CCN [3]. With this architecture, IoT can
be improved and streamlined. NDN enables the net-
works to perform most of the IoT functions directly
in the netwrok layer, instead of the application layer.
This results in simplifying IoT functions. However, in
IoT applications, NDN encounters some restrictions,
especially in the face of devices that have very limited
memory and processing power and as a result cannot
perform the NDN protocol properly.

Also, a delay bound limitation exists because of
using cloud computing in IoT applications. Some ap-
plications need to be promptly responded to and do
not tolerate the delay in sending requests to the cloud
environment. To overcome this constraint, it is pro-
posed to use Fog Computing [4]. With fog computing
the processing operation of the IoT applications is
shifted from the cloud to the edge of the network. In
this way, real-time requests can be answered promptly.
In addition, by providing NDN functionality on Fog
devices, it is possible to create interfaces to allow de-
vices with IoT restrictions to communicate with the
NDN network.

Therefore, in this paper, we propose a four-layer
model for the overall IoT structure. At the bottom
layer, some different sensors and actuators can interact
with a controller to perform the desired operations
on the local network. In the next layer, Fog devices
are placed. These devices are connected to the lower
layer controllers or can act directly as controllers for
the underlying layer. They also respond to real-time
requests and can run the NDN protocol as a mediator
between sensors and actuators and the NDN network,
and in fact, they are gateways that connect the local
network to the external network. In the third layer,
the NDN network is located. This network is required
to transfer IoT data between different local networks
and also provide connectivity from IoT devices to the
cloud environment. And finally, the cloud is in the
highest layer. Data for long-term usage can be stored
in the cloud, and various applications can interact
with that environment to use data. This paper’s main
contributions are as follows:

(1) We proposed a four-layer (devices-fog-INDN-
cloud) IoT architecture incorporating NDN be-
tween fog and cloud layer. In the proposed ar-
chitecture, fog nodes are used as interfaces be-
tween non-NDN IoT devices and the NDN net-
work and send IoT devices’ contents to the cloud.
Also, fog nodes can play as original publishers
for contents of IoT devices in NDN after aggre-
gating and categorizing them for the usage of
applications.

(2) We implemented our 4-layer architecture using
the ndn-cxx library and the Mini-NDN emulator,
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as well as using the MQTT protocol. Then we
compared NDN and MQTT protocols in an IoT
scenario. Our experiments show that using NDN
results in a lower latency of content delivery to
applications compared to MQTT.

For a motivational example of our proposed model,
consider a hospital that consists of several sections,
each with several rooms. Within each room, there can
be different sensors. For each section or room, a Fog
device can be placed in each room or collectively in
each section. The fog device can classify data collected
from sensors and send their useful information to the
cloud through the NDN network, which is partly dis-
tributed across the hospital. A nurse who is inside
a patient’s room, by observing the patient’s abnor-
mal condition, contacts the doctor in another room
through the NDN network at the hospital, asking him
to review the patient’s current data. Any network
communications within the hospital, are established
by NDN. A pharmacy that is near the hospital can, by
connecting to the cloud, obtain information about the
drugs usage and the drug requirements and can pre-
pare the prescription or accordingly order new drugs.
We will describe two use-cases in detail in the paper.

In Section [2] we first outline some IoT challenges
and describe our motivation for applying content-
centric networks to IoT. Then, in Section[3] we present
an overview of content-centric networks and specially
NDN architecture. In Section [4] we discuss how NDN
architecture, as well as Fog Computing, can help IoT.
In Section [5] we explain the proposed model for IoT
networks and describe two use cases. In Section [6] we
first compare NDN with IoT protocols, particularly
we make a comparison between NDN and MQTT
protocol. In Section[7} some evaluations related to the
proposed model and their results are presented and
finally, in Section |8] we conclude these discussions.

2 IoT Challenges

The IoT perspective is very wide, and IoT devices
have significant differences from other devices that
were previously connected using IP networks, such as
desktops, servers, and so on. IoT devices have limited
energy sources, they are usually mobile, have limited
processing resources, operate in extreme environmen-
tal conditions, and may have non-permanent connec-
tions. Therefore, constructing IoT based on IP net-
works, especially in large-scale areas, will have many
challenges. Here is a brief overview of some challenges
that are not addressed by IP-based solutions and other
host-to-host communications [5].

Sophisticated methods for simple communi-
cation needs: Many IoT applications require sim-
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ple activities; Like data fetch, actuators’ control, and
data analysis. However, the inherent characteristics
of IoT, including the diversity of communications and
resource constraints, lead to the complexity of IP-
based solutions. For example, in a smart home, there
may be various devices with different communication
methods, each with its addressing and networking
and mapping between network layer packets and their
application layer messages.

Considering security issues in IoT: Some [oT
applications are highly security-intensive; for exam-
ple, security is essential in a health monitoring system.
Since insecure networks are not desired in such cases,
the security solutions on the current Internet are not
suitable for the IoT environment. Some solutions bring
ToT communications to the cloud, in order to create a
centralized security management. But these methods
do not take into account the conditions of environ-
ments that have devices with poor connections, and
they even need to provide session security to secure
the communications with the cloud. The authentica-
tion of objects which are in a relationship with each
other is also challenging. NDN can come to the aid of
ToT by securing data independent of communication
channels and creating data confidentiality.

Weak integration in local communications:
At the heart of many IoT applications, local communi-
cations play a decisive role. The network layer has the
task of providing direct communication between adja-
cent devices through distributed media such as wire-
less. Unfortunately, IP-based methods cannot fully
support the application layer without any firmware.
These also have serious limitations in supporting net-
work layer efficiency and providing secure access to lo-
cal networks. For example, support for the application
layer in local networks requires DNS and firmware to
fill the gap between the names in the application layer
and the addresses in the network layer. Also, IP-based
and host-to-host communications do not benefit from
the intrinsic broadcast feature of wireless media used
in IoT.

3 NDN Architecture

In recent years, new models have been proposed for
the networks to overcome some shortcomings of IP
networks. One of the most promising models is the
content-centric network model, in which the overall
approach compared to current networks, has been
changed from host-based to content-based networking
[6]. For this network model, many implementations
have been proposed NDN architecture is the most
popular one of them.

In this architecture, the focus is on the content

and not on the hosts addresses. This means that,
unlike the IP method where packets are driven by the
addresses of hosts, in the NDN architecture, packets
are routed and forwarded by the name of the data
they carry. These names, like names used in DNS,
can have a hierarchical structure. In NDN, data can
be encrypted and signed, and thus their authenticity
and security are established. Data can also be cached
inside the network and in the middle routers to use
proper network bandwidth [2].

In NDN architecture, two types of packets are used:
the Interest packet and the Data packet. When a
device has a request for specific content, it places
the name of that content in the Interest packet and
sends the packet to the network. The packet is routed
in the network until it reaches a network node that
has the content. Then that node can respond to a
specific request with a data packet [2]. This is a pull-
based method in which the users request the data
using interest packets. However, in some research such
as [7], data transfer in NDN is performed in a push-
based method. In this paper, the NDN protocol is
used in building management applications. Also in the
framework designed for smart home applications [§],
based on content-centric networks, a way to provide
PUSH functionality in the NDN protocol is generally
suggested. To do this, the content associated with
the name is embedded in the request message. This
method was previously introduced in [9] and [10]. In
[11], this method has been explored in more detail.
Even though in this method the data is sent without
any request but it is a practical way to implement the
PUSH function.

4 Related Works

After addressing some of the challenges that IoT is
currently facing, we will now examine how NDN ar-
chitecture and Fog Computing can help IoT to meet
the challenges and improve network connectivity.

4.1 Advantages of Using NDN Architecture
in IoT Structure

As mentioned, in NDN, names can be not only flat but
also in a hierarchical structure. In a hierarchical struc-
ture, components can be used to specify domains and
data locations, so requests can be managed in a better
way. Component names can represent specific con-
cepts of the application, and can also specify a unique
identifier for a particular version or instance of the
data. The named-data recovery pattern is inherently
compatible with IoT applications. The authors in [§]
discuss in detail the use of NDN in a smart home sce-
nario and the related naming method. Furthermore,
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[12] has comprehensively studied NDN naming for
ToT applications. In this research, the authors empha-
sized hierarchical and hybrid naming schemes in NDN
which are fitted with IoT applications according to
security concerns in IoT. One possible solution is defin-
ing the Names in IoT with 4 prefixes, the first prefix
indicates the IoT application use-case (smart building,
smart city, or etc.). The second prefix is a hierarchical
component consisting of campus name, location, con-
tent originator or public key. The third part describes
the content’s specifics. Lastly, the fourth prefix is a
flat component that secures the content by the hash
value of the content originator or content type.

Security inconsistencies and complexities are one of
the IoT challenges. NDN provides the security of the
named data directly on the network layer and enables
the receiver to validate the data regardless of where
and how it was obtained. Also in this method, only
qualified applicants can access data. By combining
this feature with the hierarchical structure of names,
security mechanisms can be created that resolve many
of the problems caused by the IP structure. With
NDN secured data, IoT packets can pass through
heterogeneous networks and can be cached inside the
network without any security concerns. Caching is one
of the important features of NDN architecture, which
is crucial for optimal network bandwidth utilization. In
this regard, several studies propose various strategies
for data caching. One of these techniques is called
PoolCache [I3] which provides a model for caching
data based on IoT applications. In this method, edge
nodes construct a cluster that caches data without
redundancy for wide-area IoT networks. Additionally,
some repositories can be used to store long-term data
inside the network.

The distinguished forwarding method of NDN can
bring important features to IoT, including latency
reduction in communications and congestion control
between routers. In addition, there is no need to allo-
cate network addresses to any of the device interfaces,
and devices discover the names of applications di-
rectly in the network layer. So there is no need to map
names and interfaces indirectly. Also, the forwarding
method in the NDN networks has the intrinsic abil-
ity to provide multicast and broadcast functions. The
authors in [I4] have investigated the incorporation of
NDN/CCN with IoT.

4.2 Achieving the IoT Functions Using NDN

Although NDN is flexible in naming, the use of com-
mon naming conventions can help to better interact
with the network layer and the application layer. In
some conditions, these human-readable names may
impose too much overhead. For this reason, some meth-
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ods can be used to make applications more efficient.
One of these methods is coding the names. Tables can
be used to tackle this problem. Encoding can also be
done by more powerful devices in the network [5].

In IoT networks devices and services are often added,
configured, or removed. In IP networks, this involves
setting up and securing network mappings, devices,
and applications. In NDN, data-producer devices must
be configured to use the name prefix with appropriate
keys for encryption. Data-consumer devices must also
get the decryption keys securely. NDN enables devices
to send data requests to the network without requiring
a name or address for themselves. So the initial setup
of a device can be done using a predetermined nam-
ing and a trusted process for initial configuration. In
addition, it also allows access control based on names,
and identifying what kind of names each user hase
access to [5].

Despite the benefits of NDN for IoT, there are
some issues and problems including the presence of
low-power devices and sensors with limited resources.
In many IoT applications, many actuators and con-
trollers are cost-effective devices that have very lim-
ited memory and processing resources. These devices
cannot run a set of NDN-related protocols and cannot
communicate directly with the NDN network. In the
next section, we will explain how Fog Computing can
be used to resolve these issues.

4.3 Using FoG Computing in NDN-Based
IoT

The goal of Fog Computing is to extend computing
functions from the cloud to the network edges in
particular in IoT applications [4]. The reason for this
is the presence of IoT applications that are linked
to the cloud environment and also have real-time
requests and cannot withstand excessive delays. In
these applications, if a request is sent to the cloud
so that after processing, its response returns, a large
delay will be imposed on the application. Therefore,
Fog devices are close to the edge of network and are
required to respond to real-time requests, as well as
to classify raw data and send them to the cloud for
long-term analysis and use of other applications.

Fog devices can also be used as an interface between
ToT devices and the NDN network. As we mentioned
earlier, some devices cannot provide NDN functional-
ity due to processing resource constraints, but they
can communicate with Fog devices in the same way
as in IoT. On the other hand, by providing the set of
protocols needed on Fog devices, they can connect to
the NDN network. Therefore, Fog devices can act as
gateways to the NDN network, respond to real-time
requests, categorize raw data and send their impor-
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Figure 1. Four-Layer Proposed Model for IoT Structure.

tant information to the cloud through the NDN net-
work, for use in other applications as well as long-term
analyses.

5 Proposed Model for IoT Structure

The model we propose for the IoT structure, as seen
in Figure [1} is a four-layer model. The lowest layer
consists of sensors and actuators in the local networks.
In the second layer, there are Fog devices that act as a
mediator between IoT devices and the NDN network.
In the third layer, there is NDN network that connects
local networks with each other as well as with the
cloud environment. Finally, in the fourth layer, there
is the cloud that can store the data for future use or
perform heavier processing.

At the bottom of the model, the sensors and ac-
tuators can perform desired operations of users, by
interacting with a controller. For example, consider a
smart home. In the smart home, there are a variety
of sensors and actuators available that by interact-
ing with the controller perform the desired operations
of the home owner. For example, a light sensor mea-
sures the brightness of a room and sends the measured
value to the controller at home. The controller de-
tects that the brightness of the room is not adequate
and should be increased slightly. The controller also
detects whether the time is either night or day and
whether or not daylight is used. As an example, if it is
daytime, the controller can slightly open the curtains
by using the commands that it sends to the actuators
and make the house brighter. But if it is night-time,
it can send commands to the actuators of some lights
to turn them on.

Therefore, the first layer operation range can be
considered as a local network. Also, some IoT appli-
cations may need to interact with the cloud or other
local networks. For example, consider a hyper mar-
ket that has been made up of a variety of sections,
including the clothing, food, and electrical sections.
This hyper market is equipped with IoT technologies
for various purposes including one for counting the
number of people who come to different sections every

day, and even every hour. Analysis of this information
provides a good understanding of customer behavior.
So the sensors send data to the controller and the
controller counts the number of people and sends the
information for future analysis to the cloud. The con-
troller can also receive data on the number of products
available and the number of products purchased from
the accounting software and by processing them, it
is realized if it is necessary to bring more products
from the warehouse to the hyper market. And so this
notification is done through communication through
the network with the warehouse.

In addition, some IoT applications may require real-
time processing. In this case, they can meet their
desired requirements through Fog devices. For exam-
ple, in a hospital, different sensors measure differ-
ent patient-related conditions. In such an application,
there is likely to be a need for the use of advanced
learning systems to evaluate the patient’s conditions.
On the other hand, such a system cannot be deployed
within the cloud environment because of the vitality
of its real-time and prompt response. Therefore, the
solution that seems appropriate is to use Fog devices
inside the hospital environment to perform such pro-
cesses. The point is that such a process is beyond the
control of a simple controller and so there is a need for
more processing resources that can be met with Fog.

In the second layer, Fog devices can be connected to
low-level controllers or can directly act as controllers
for lower layer equipment. However, these devices
perform some basic tasks. First of all, they respond to
real-time processes that come from local networks. In
addition, as mentioned, some applications may require
relatively heavy processing that cannot be handled
by the controllers. Fog devices can handle these tasks
instead.

Also, Fog devices can be linked to the NDN network
that is located in the next layer, by using the NDN
protocols, and as a result, the lower layer devices
can be connected to the NDN network. This layer
can provide a connection between different protocols
and NDN protocol. In this layer, the data obtained
using low-level protocols of IoT are processed by Fog
devices and then their useful information is distributed
through the NDN protocol and reaches other networks
or cloud environment. Moreover, Fog devices on this
layer collect raw data from the local networks and
categorize them and send the data to the cloud for
future analysis.

Sending data to the cloud from fog nodes is not
necessary. Fog nodes can directly publish contents in
the NDN network, and in this case, server nodes in
the cloud are not essential.
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Figure 2. Variety of Different Layers’ Functions in the Pro-
posed Model.

In the third layer, the NDN network has the task
of providing connectivity between IoT applications
across multiple local networks and also connecting
them to the cloud environment. As discussed earlier,
the NDN network can provide many benefits to IoT.
Therefore in our proposed model, NDN is used as the
main platform of the network for IoT applications.

At the highest level, the cloud can store informa-
tion for statistical analysis and various applications
can use its information by connecting to this environ-
ment. For example, a cloud-based server can store and
analyze weather information in different areas. A me-
teorological application can use the information on
the server by connecting to it. The functions related
to different layers of the proposed model are presented
in Figure[2]

Although in the bottom layer, usually IoT proto-
cols such as ZigBee and Bluetooth are used, there is
no prohibition to use the NDN protocol when there is
no resource limitation in the sensor nodes. Some re-
searchers work on using NDN protocols alongside IoT
protocols, or as an overlay on these protocols [T5HI7].

5.1 Data Forwarding in the Proposed Model

Figure [3] shows data forwarding steps in the proposed
model. In the figure, only the data stream is shown, but
it is clear that for any data packet, an interest packet
is required in the NDN protocol. The data is sent in
the same path of interest, but in the opposite direction
(unless the data is sent in push mode, directly in
the interest packets.).Following are the steps between
producing a data in sensors and consuming them in
the applications:

(1) First, at the lowest layer, the sensors extract
various data from the environment and send this
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Figure 3. Data Forwarding in the Proposed Model.

data to the fog node either directly or through
the controllers. Sending this data to the fog node
can be done by traditional IoT protocols such as
Bluetooth, etc. or this data can be sent directly
by the NDN protocol.

(2) The fog node receives sensor data and aggre-
gates it. Various processes, including real-time
processing, may be performed on this data, and
if necessary, the relevant commands are sent
to the operators in the local IoT network. Fi-
nally, fog nodes send the information to cloud
servers for long-term usage or heavier processing
through the NDN protocol via NDN network.
Route 2’ is alternative route number 2. Some
applications may not need to send data to the
cloud. In this case, fog nodes can directly dis-
tribute content on the NDN network and send
information directly to users upon their request.

(3) The data is ready for use by users after arriving
at the cloud environment (and performing the
relevant processing if necessary). At this time,
users can send data (interest packages) for their
desired content, and in response, the cloud envi-
ronment servers send the desired data to users.
At this time, until the data reaches the users,
this data may be cached in NDN routers that
are in the middle of the path, for future use.

(4) Users who subsequently request the same data
may have responded from the data cached in the
routers. As in Figure[3] router 3 sends the cached
data in response to a request from the first user.
Or the second user who, after receiving the first
user data, uses the data cached on Router 5.

In order to better describe the proposed model, we
examine two simple use cases using this model. In
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the first use case, we consider a hospital environment
and assume that IoT is used within this hospital.
Now we describe the network communications of this
environment using the proposed model. In the second
use case, we consider a region that has temperature
sensors, and these sensors are supposed to send their
information to a cloud-based meteorological server.
The second use case, has also been implemented and
discussed in Section [@

5.2 Use Case 1: IoT in the Hospital Environ-
ment

A hospital consists of several sections, each with sev-
eral rooms. Within each room, there can be different
sensors. For example, a temperature and humidity
sensor, and a patient’s heart rate sensor. These sen-
sors continuously send the measured values to the
controller, and the controller accordingly sends com-
mands to corresponding actuators. In each room, there
can be different actuators that perform the proper op-
eration according to the command they receive from
the controller. Among these actuators, the actuator
of the air-conditioning unit or the actuator of alarm
beeps can be mentioned.

For each section or room, a Fog device can be placed
in each room or collectively in each section. The device
can classify data collected from sensors and send their
useful information to the cloud through the NDN
network, which is partly distributed across the hospital.
For example, this information can include the types
of illnesses that are being treated in the hospital, as
well as the rate of any medication usage within the
hospital.

A nurse who is inside a patient’s room, by observing
the patient’s abnormal condition, contacts the doc-
tor in another room through the NDN network at the
hospital, asking him to review to the patient’s condi-
tion by monitoring the collected data. Any network
communications within the hospital, are established
by NDN. A pharmacy that is near the hospital can,
by connecting to the cloud, obtain information about
the prescription and the drug requirements and can
accordingly order new drugs.

5.3 Use Case 2: IoT Application in Meteoro-
logical Systems

In this use case, assume that one of the meteorological
station servers is located within the cloud. The server
is supposed to receive information about the temper-
ature as well as other climate related data from differ-
ent areas and make them available to the public. Each
area has some temperature sensors, each of which indi-
vidually sends the information to a Fog device located

in that area. This Fog device can take action based on
the information provided by the sensors. For example,
if the temperature of that area rises and reaches a
certain threshold, it sounds an alarm. Of course, that
certain temperature threshold level depends on the
environment and its sensitivity to the temperature.

Also, these Fog devices, based on the information
obtained, compute the average temperature of each
area and send it to the server in the cloud. The con-
nection between the Fog device and the server in the
cloud takes place through a network of NDN routers.
Therefore, the device that serves as the gateway in
each region, in addition to the Fog functions, also sup-
ports the NDN protocol. A user who is interested in
knowing the temperature of different regions, can use
the NDN network to access the server in the cloud and
can be notified of the status of a region’s temperature
by sending a request.

6 Comparison

In the proposed model, the main function is based
on the NDN protocol. In this section, we first review
the structure of the NDN architecture compared to
ToT protocols and make a general comparison. Subse-
quently, we compare NDN protocol specifically with
the MQTT [18] protocol, which is one of the most pop-
ular IoT protocols. In the next section, we evaluate
the model and compare NDN and MQTT based on
resource usage and delay.

MQTT is a machine-to-machine communication
protocol for the Internet of Things. This is a relatively
light and simple protocol and its purpose is to send
messages to restricted devices; Especially when the
bandwidth is low and the delay is high. This protocol
is particularly useful for communicating with remote
places with limited bandwidth and requesting a small
amount of data. For example, it can provide communi-
cation between sensors and an intermediary through
satellite links, connect via a dial-up connection to a
health controller, etc. Also, because of its small size,
low power consumption, small data packets, and the
proper distribution of information to one or more re-
cipients, it is well suited for mobile applications [I§].

6.1 The Structure of NDN
Compared to IoT Protocols

Architecture

Figure [ shows the structure of NDN architecture in
comparison with IP structure and its protocol set. As
seen in the figure, the NDN architecture covers a va-
riety of layers of IP-based architecture. This figure
indicates that when using NDN in IoT applications,
in addition to integrating the transfer layer and IP,
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Figure 4. A Comparison Between the Set of Protocols in the
IP-Based View and the NDN-Based View [5].

the implementation layer of security protocols such as
TLS and data transfer protocols such as MQTT are
also eliminated. More precisely NDN can replace the
network layer of IP model by providing a name-based
routing mechanism. Also by providing security mech-
anisms such as certificates and encryption, it can also
handle security protocols such as TLS. In protocols
such as TLS or DTLS, security is achieved through
transferring data through a secured channel, while in
NDN security is intrinsically added to the content re-
gardless of source and destination. Furthermore, with
a transfer of named data, the primary goal of some
protocols such as COAP [19] and MQTT [I8] are pro-
vided. Totally, NDN protocol independently provides
the functions of some protocols in the application
layer.

Among all the protocols for the Internet of Things,
perhaps MQTT is the most similar protocol to NDN
mostly because both are name-based protocols. As
an example, in [20] a comparison is made between
the HTPP protocol and the MQTT, while MQTT is
referred to as a representative of name-based protocols
and while NDN and CCN are listed as other name-
based models. So in this research, in order to evaluate
the proposed model, we compare the NDN protocol
with the MQTT protocol.

An important point to note here is that in a re-
cent article, implementations of the NDN, MQTT,
and COAP protocols have been compared [2I]. This
article looks at the issue with the visibility of low-
level equipment in the Internet of Things and actu-
ally, at the sensor level. And so in choosing protocols
and implementations, it has limited itself by trying
to make choices that save resources, and these choice
constraints may affect many parameters.

But in this research, the situation is different. As
discussed in the proposed model, we used NDN as the
core of the network to connect the various parts of
the Internet of Things. And the bottom layer of the
Internet of Things, which are sensors and actuators,
and the protocols that they use, do not matter to us.
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Considering its placement, NDN in this four-layered
model is not usually affected by resource limitations.

So, we have come to the point to choose between
NDN and MQTT protocols. We compare the two
protocols in terms of the number of resources used in
their implementation. And therefore in scenarios that
use the MQTT protocol, one of the most common
MQTT implementations named Mosquitto [22] has
been used.

6.2 Comparison in Terms of the Layer of the
Implementation

Structurally, the MQTT is located on top of the trans-
port layer, which normally uses the TCP protocol.
The MQTT protocol is located in the application layer
of the TCP/IP model and for proper operation, it
needs that the lower layers also do their job properly.
This means that working with the MQTT protocol
also suffers overhead from lower layers. It should be
noted that port 1883 is registered for MQTT. Port
8883 has also been registered for using MQTT with
SSL protocol [I§].

But the NDN protocol is in the third layer in terms
of its overall operations. In other words, the main func-
tion of the NDN protocol is to route and direct pack-
ets based on the content names instead of the hosts
addresses. And so it is equivalent to the third layer
in the TCP/IP model and it is itself responsible for
network communication. As an example, the TCP/IP
model uses the host’s address and therefore requires a
structure like the DNS to translate names into routing
addresses. But NDN protocol directly uses routable
names. Thus, the main function of the NDN protocol
is forwarding and routing using the content names.

The next important issue to be addressed is that
NDN can function on top of various protocols of media
transmission. This is unlike MQTT protocol, which
functions on top of the TCP protocol. Another proto-
col based on MQTT has been developed, called the
MQTT-SN, which is optimized for wireless sensors.
One of these optimizations is that it uses UDP instead
of TCP [23].

6.3 Comparison in Terms of the Data Trans-
mission Pattern

The NDN protocol is inherently a PULL-based pro-
tocol. This means that it sends a request in order to
receive the data and waits for the answer to be re-
ceived. But the MQTT protocol is based on PUSH.
This protocol has a publish/subscribe structure, and
its overall operation is that users subscribe to the
topics they need. There’s a server called Broker that
records these subscriptions. Users who intend to gen-
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erate data, assign their topic to the contents and pub-
lish them and send them to the broker. The broker
then sends the data to the users who subscribed to
the topic. So, although it might be possible to confuse
NDN operation with publish/subscribe-based struc-
tures, it should be noted that these two models are
different from each other and as noted above, the ma-
jor difference is that NDN acts intrinsically based on
PULL, but the MQTT is based on PUSH.

But even though the essence of the NDN protocol is
based on PULL, it can be programmed in application
level to be used in a different way such as push based
model as described in Section |3| Attempts have also
been made to develop extensions for the NDN protocol
(or its earlier model, CCN) to provide the ability
of publish/subscribe using this architecture. These
include COPSS [24], PSync [25] and HoPP [26].

6.4 Comparison in Terms of Naming Data

As previously explained, in MQTT protocol, the data
is first tagged in a topic name and then sent to the
broker. Similarly, in NDN protocol, data is named.
In fact, first, a user requests a named content, and
then waits for the related content. Therefore, both
protocols name their data and deal with names in
the same way. Therefore applications can be easily
implemented with both protocols.

But there is a point here. In both protocols the name
section has a flat structure. In MQTT protocol, the
messages are interpreted end-to-end; A user publishes
a message and this message is sent to other users. As
a result, the developer is responsible for interpreting
the names and it is possible to make applications that
use topic names in a hierarchical way.

The situation in NDN protocol is slightly different.
Interpreting the name of the data is done within each
router. In fact, each router determines what routing
operations should be done by interpreting the names.
But the point here is that, in NDN protocol, routers
compare names to match the largest name prefix and
as a result if hierarchical name structures is used, as is
done in DNS, hierarchical naming will be implemented
in practice.

6.5 Comparison in Terms of Data Distribu-
tion Within the Network and Scalabilitty

MQTT function is based on a central server named
broker. When publishing a data, a user sends it to the
broker and the broker then distributes those data to
the users who have subscribed in related topics. Data
can also be stored for a limited time on this server. The
existence of a central server for data exchanges can
create a critical point in the network. this means that

if the server fails, the entire network will be disrupted.
Also, in large geographic areas, communication latency
would be high considering that all communications
take place through the broker. In this way, scalability
is achieved in the proposed method. The wider the
NDN network, the higher the data distribution in the
network. Therefore, the advantages of NDN compared
to IP-based protocols such as MQTT becomes more
realizable. Figure |3 helps to clarify this issue.

To solve this problem, in some implementations
of the MQTT protocol a concept called bridge has
been used [27]. Using this concept, it is possible to
use multiple brokers on the network. In this case, the
brokers on the network play as a bridge and connect
to other brokers. Bridges act as a user and perform
publish/subscribe operations through other brokers.

The situation in NDN is different. NDN does not
have a central server, instead, there are plenty of
routers connected with different links. And there may
be many paths for a given source and destination,
and therefore there is no critical point in the network.
In addition, data caching is done in a distributed
manner and data can be stored on different routers.
Also storing location is optimized so that the data is
stored locally, near the requesting user.

In terms of the behavioral differences between the
two NDN and MQTT protocols, MQTT data is dis-
tributed between users by the broker, while in NDN
all routers are responsible for data distribution. As al-
ready mentioned, the concept of a bridge can increase
the number of MQTT brokers. Using the concept of
the bridge, it is possible to ultimately place a bro-
ker alongside each router, which in this case, MQTT
becomes similar to NDN protocol. Although this situ-
ation is far from reality!

The next issue is that the NDN protocol automati-
cally collects and stores data in routers that are more
on-demand so that if it receives a similar request in the
router, it will respond locally. Although the MQTT
protocol also allows data to be stored on the broker
for some time, brokers need to be set up manually.
And if the concept of the bridge is used, the broker
configuration file should identify what topic should
be received through other brokers.

7 Evaluation

In this section, we evaluate the proposed model in
terms of resource usage and delay. First, we describe
the implementation of use case 2 which is defined in
Section [b| as a proof of concept. Next we define a sce-
nario for our experiments, evaluate some parameters
and compare NDN and MQTT protocols in action.
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Figure 5. The Topology of the Implementation of Use Case 2.

7.1 Proof of Concept

In Section [5] two IoT use cases were described using
the proposed model. The second use case is about
the meteorological system that uses the Internet of
Things. This use case, as seen in Figure[5] has been im-
plemented using an ndn-cxx library and a Mini-NDN
simulator. For this implementation, a hypothetical
area called MyArea and two temperature sensors are
selected. The two sensors periodically send the mea-
sured temperature to the Fog. The Fog device calcu-
lates the average values and sends the value through
the NDN network to the server. A user is also consid-
ered in this implementation, which receives the tem-
perature of the MyArea region by sending a request
to the server. The codes for this implementation are
available at [28§].

The NDN protocol has many advantages, but per-
haps the most beneficial one is its in-network caching
capability, which can be useful in scenarios that reg-
ularly use redundant data. But with the implemen-
tation of this use case, we show that even when the
applications are real-time, it can be well utilized. In
this use case, the four-layer model previously intro-
duced has been used, and the implementation of this
use case is a proof of concept for this model.

The next important point is the flexibility of using
the NDN protocol in IoT applications. In this use case,
though sensors send their data using the NDN protocol,
they can also use other protocols like Bluetooth or
ZigBee. In these situations, Fog nodes should carry
the task of converting protocols into each other, and

9€sS

MQTT broker

Sensor 1 Sensor 2

‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘

Figure 6. The Network Topology in the Evaluation Scenario.

sending the data to the core, using NDN protocol.

In this use case, we use NDN in two different ways.
We use the periodic-pushing method to connect the
sensors to the gateway while using the pull method for
communication between the gateway and the server in
the cloud environment, and as a result, we show that
in IoT applications, NDN protocol has high flexibility.

The next issue when using this four-layer model in
ToT applications is the scalability debate. This model
is well scalable and expandable. For example, if we
want to add another area to the network and measure
the temperature of that area, then we just have to set
up a gateway for that area. No matter what protocol
is used by the sensors, it is important that the gateway
device is well-configured and connected to the core
network using the NDN protocol.

7.2 A Sample Scenario for Experiments and
Evaluation

In a sample scenario, a network in the form of Figure|[t]
is defined in the Mini-NDN emulator. The network
consists of seven routers, four users, two temperature
sensors, a typical server, and an MQTT broker. All
the devices including routers, users, servers, and sen-
sor nodes are nodes in Mini-NDN. For implementing
NDN nodes, forwarding, and routing in NDN, we used
respectively ndn-cxx, nfd, and nlsr. ndnl, ndn2 and
ndn3 nodes, are NDN routers; ndn fog node is a fog
node that executes NDN protocols too and represents
a gateway node to the NDN network; the user con-
sumes sensors’ data using NDN protocol; sensor 1 and
sensor 2 are sensors who produce data and send them
to the fog node using NDN protocol as described later.
The Server is considered as a server in the cloud for
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receiving sensors’ data and publishing them to the
users when required. Delays on all the links are 10 ms.
Routers have the ability to act as IP routers and also
can be used as NDN routers and route packets using
their names. The reason for choosing such a topology
is that this topology structure is something between a
simple linear topology and a full mesh topology. It also
has a tree structure that today is a common structure
in networks, especially in corporate networks.

This scenario is once implemented using NDN archi-
tecture and again implemented by the MQTT protocol.
In this scenario, sensor 1, generates a 4-digit random
number periodically every 5 seconds and sends it to
the server. To implement this scenario, using the NDN
protocol, the NFD module has been implemented on
each node. This module is the main module for the
function of NDN architecture and provides the rout-
ing mechanism in each of the nodes. NLSR has also
been added to provide dynamic routing capabilities
in the network. In the NDN-based implementation,
the communication between the sensor and the server
is done directly by the middle routers and there is no
need for an intermediary server.

To utilize the MQTT protocol, Mosquitto has been
used. In this scenario, a server named MQTT broker
is responsible for the role of a broker. Therefore, the
communication between the sensor and the server is
done through middle routers and the broker. In the
MQTT-based approach, there is no need for NFD and
NLSR processes. Therefore, these processes that are
executed by default in the Mini-NDN simulator, are
disabled. In addition, an IP-based routing mechanism
is needed to allow the nodes to find each other using
IP protocol. In this scenario, this routing has been
created statically and manually.

7.3 Evaluating Resource Consumption

In terms of resource consumption, CPU utilization has
been very low in both implementations. But in terms of
memory consumption, there is a significant difference.
As stated above, in the NDN method, the main func-
tion is the module NFD. To run MQTT, as mentioned,
the Mosquitto software package has been used and the
broker uses the mosquitto command, the sensor uses
the mosquitto_pub and the server uses mosquitto_sub.
According to these statements, the memory consump-
tion in these two methods is presented in Table[l] and
Table 21

As can be seen, NDN implementation requires much
more memory than Mosquitto implementation. And
so it is possible that NDN cannot be used on devices
with memory restrictions.

Table 1. The Amount of Memory Consumed by the NFD
Module in the NDN Protocol.

node  |command|VSZ!|(in KiB)/RSS?|(in KiB)
Router 1 nfd 201232 40844
Router 2 nfd 201984 41760
Router 3 nfd 201880 41596
Router 4 nfd 196456 36300
Router 5 nfd 211244 50452
Router 6 nfd 201316 40940
Router 7 nfd 196096 35804
Server nfd 186496 26648
Mqtt Broker| nfd 186480 26896
Sensor 1 nfd 186336 26684
Sensor 2 nfd 186384 26468
User 1 nfd 186480 26704
User 2 nfd 186408 26624
User 3 nfd 186328 26812
User 4 nfd 186376 26856

Table 2. The Amount of Memory Consumed by Mosquitto in
Relevant Devices in the MQTT-Based Method.

node command [VSZ (in KiB)|RSS (in KiB)
Mqtt Broker| mosquitto 42132 4876
Sensor 1 |mosquitto_pub 21764 3760
Server mosquitto_sub 201880 41596

7.4 Evaluation of Delay

Since the pattern of sending requests and receiving
data in NDN and MQTT protocols is different, dur-
ing the experiments, we examine the latency of each
protocol separately and in fact, we check the effect of
adding users on average delays in each protocol.

For this purpose, three experiments are designed,
each of which is based on the scenario of Figure [6] in
order to receive data generated by sensor 1. These
experiments were once implemented using NDN pro-
tocol and again implemented by MQTT protocol. The
delay in the NDN model is considered to be the time
the request is sent until the related data is received.
In MQTT, the amount of delay is considered to be the
production time of the data until it will be received.
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This difference is due to the differences in the data
transmission model in the two protocols.

First experiment: First, the second user begins
to receive the data and after recording the results, the
second user stops and the fourth user starts to receive
the data. As a result, operation of the two users is not
simultaneous.

Second experiment: This time, second and fourth
users begin to receive the generated data, simultane-
ously.

Third experiment: In this experiment, in addi-
tion to the second and fourth users, we add the first
and third users to see how simultaneous operation of
these four users affects the latency.

Figure [7] shows the average delay of users in the
three experiments implemented by NDN. From the
diagrams of this figure, two important results can be
obtained. First, by simultaneous operation of users for
receiving the same data, average user delay decreases.
This result can be clearly seen in the first and second
experiments’ diagrams in Figure |7} The second result
is that with the increase in the number of concurrent
users, the average delay decreases. This result can be
seen from the second and third experiments’ diagrams
in Figure[7]

However, in the same experiments using the MQTT

9€sS

protocol, there is no decrease in average user delays.
The reason for this is that in NDN protocol, the data
is cached locally in the middle routers, so in the case of
receiving requests for similar data, it can be responded
to using cached data.

8 Conclusions

Considering the issues discussed in this article, it can
be concluded that the use of NDN in IoT combined
with Fog computing brings many benefits. In this
way, in addition to simplifying the network structure,
security is provided in a better way and the network
bandwidth is used more efficiently. In the four-layer
model we proposed, we use these two concepts in the
overall structure of IoT. In this model, each layer has
its own specific functionality and with the help of each
other, they provide IoT communications.

In order to evaluate the model, the NDN protocol
was compared to one of the most famous Internet
of Things protocols - the MQTT. Although MQTT
works much better in terms of memory consumption,
but in other areas, the NDN offers high flexibility. And
as users increase, the average delay in receiving data
is reduced.

For future work, we suggest using fog nodes for
caching in NDN and looking for the best caching
algorithms on them.
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