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1 Introduction

Data hiding in halftone images is a challenging task since these images are very
susceptible to alterations. Current steganographic methods for these types of
images either embed the data after the image is completely halftoned or modify
the halftoning process for embedding purposes. In this paper we present a
third type of steganography which performs the embedding by altering the
grayscale image prior to its conversion to the halftone form. The goal of the
proposed algorithm is to minimize the amount of alterations that are caused in
the grayscale image. We compared our algorithm with a secure steganographic
method. Also an effective steganalytic attack is applied to show the security
of the proposed algorithm and the secure capacity of the proposed method
was calculated to be 2% of bi-level image size while the secure capacity of its
counterpart was calculated to be under 1%. It is shown that the proposed
algorithm in terms of visual quality and security, as compared to the existing
algorithms, produces superior results.

© 2015 JComSec. All rights reserved.

knowing the embedding key and sometimes without
knowing the steganographic technique.

Steganography is a branch of the science of information
hiding where other branches include cryptography and
watermarking. In steganography the existence of the
communication has to be kept secret and the goal is to
mask the very presence of communication, making the
true message not discernible to the observer [I]. Cover
medium is where the secret message is to be embed-
ded in. The cover medium becomes a stego medium
after a secret message is embedded in it. A popular
cover medium is image. Distinguishing between cover
and stego images is the responsibility of steganalysis
techniques [2]. This distinction is performed without
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Halftone images are used in many applications, such
as lithographic printing of books and magazines as
well as computer printers. Halftoning is the process
of converting a grayscale image to an image where
the pixels can have 0 or 255 (black or white) intensi-
ties. A widely used halftoning scheme is that of Floyd-
Steinberg (FS) [3]. This algorithm is simple and pro-
duces high quality halftone images from the grayscale
pictures.

In the FS method, the intensity of a grayscale pixel
is compared with a threshold of 255/2. If the pixels
value is bigger than the threshold its halftone value
becomes 255, otherwise, the new value of the pixel
becomes 0. Hence, each halftone pixel can have one of
the two values and can be defined with only one bit.
This changing of the value of a pixel produces an error.
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Figure 1. Different categories of data hiding methods in binary images

Suppose the original grayscale value of a pixel is I and
its halftone value is 255. Then the error value would
be e = I — 255. The FS algorithm diffuses this error
into the neighboring pixels [3]. The error from the
halftoning of the pixel is diffused into the neighboring
pixels by adding a fraction of the error to each one
of neighbors. The FS algorithm starts with the top
left corner of the image and goes toward right in a
row by row manner. Therefore, halftoning of a pixel
has no effect on the pixels which have previously been
halftoned.

Besides F'S, there are other halftoning algorithms
[4]. In this paper we have used the FS algorithm for
halftoning. This is due to the fact that FS is simple
and produces good quality images. Other halftoning
algorithms can be used as a part of the proposed
method.

Different embedding schemes have been proposed
for halftone images which some of them are reviewed
in this paper. The effects that embedding of data cre-
ates in an image is similar to the addition of noise to
that image. Unlike grayscale images, halftone images
are very susceptible to noise addition (data embed-
ding) which makes them vulnerable to attacks [5, [6].
The reason is that in halftone images low embedding
rates under one percent are reliably detected. In this
paper we are proposing a new scheme for this purpose
that embeds data with minimum changes in a halftone
image. The data is first compressed and it is then en-
crypted. This gives a noise-like characteristic to the
data that is to be embedded. The proposed algorithm
embeds the desired data in the grayscale image prior
to the halftoning process. This is done in such a man-
ner that the secret data can be extracted from the
halftone image. In order to keep the visual quality of
the embedded image, the proposed algorithm consid-
ers the complexity of a group of pixels before embed-
ding data in that group. By doing so, the algorithm
avoids embedding in regions that potentially may re-
veal the presence of the hidden data. The results of the
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proposed method are compared with a powerful com-
parable algorithm [7]. To have a fair comparison, we
used the most effective available steganalytic attack
on both methods. The proposed method is proved to
be far more secure than the other methods.

The paper is organized such that a number of data
hiding algorithms for halftone images are reviewed
in Section [2] Also in Section 2] some of the existing
steganalysis methods are reviewed. The proposed Soft-
Steg algorithm is detailed in Section [3]and the imple-
mentation results are presented in Section [4] of the
paper. Section [5| compares the security of proposed
method with a reference algorithm. The paper is con-
cluded in Section [6l

2 Existing Data Hiding Algorithms

To show the position of our proposed algorithm with
respect to the existing schemes we have categorized
data hiding algorithms in binary images according to
the diagram of Figure

Generally, these algorithms try to modify edges
of characters for embedding purposes. Examples of
such algorithms are presented in [8, [@]. The second
major group (type B) contains data hiding schemes
that try to embed data into natural binary images.
An example of such image is Figure Embedding in
such images can be categorized as two subcategories.
The first category (type BA) belongs to algorithms
that embed an image (such as a logo or a copyright
mark) inside a target image. Since these algorithms
are used in watermarking, the exact extraction of
the embedded data is not the main concern of such
schemes. Examples of such algorithms can be found
in [IOHIT]. On the other hand, there are algorithms
that are intended for steganography in binary images
where the embedded data has a general nature (type
BB). Steganographic schemes perform the embedding
either by altering the halftoning process [, [I§] (type




January 2015, Volume 2, Number 1 (pp. 21-30)

BBA) or by performing the embedding after the image
is halftoned [I8] (type BBB). We propose a new group
of algorithms as those that alter the grayscale pixels
prior to the halftoning of the image without any change
in the halftoning process (type BBC). To the best of
our knowledge, the proposed algorithm is the only
method which falls into this last category.

Before getting into the details of the proposed
method, some of the existing data hiding algorithms
that are used for halftone images are reviewed. Fu et
al. [I8] proposed two data hiding methods, which per-
form embedding by modifying the halftoning process
(type BBA). These two methods are called the data
hiding error diffusion (DHED) and the modified data
hiding error diffusion (MDHED). Both DHED and
MDHED start embedding in a location by forcing the
pixel to be either 0 or 255 and they use error diffusion
in the neighboring pixels. In DHED the error is dif-
fused in pixels which do not have any embedded data
yvet. Fu et al. try to remedy the created artifact by
offering the modified version of the algorithm (MD-
HED) which diffuses the error both in previous as well
as in the upcoming pixels.

Pei et al. [14] proposes a watermarking scheme (type
BA) which is performed during the error diffusion pro-
cess. This algorithm is suitable for watermarking but
since the original image is required for the extraction
purposes, the algorithm cannot be used for steganog-
raphy. Also the watermark can be extracted with some
loss of data which is not tolerable in steganography.
Another BA type algorithm is proposed by Yip et al.
[11]. In that method, N x N blocks of the image are
classified based on the distribution of black and white
pixels in the block. To maintain the intensity of the
image only blocks that have equal number of zeros and
ones are selected for embedding. Depending on the
data that is being embedded, all of the pixels of the
block are complemented or the block stays unchanged.

A number of steganalytic attacks are also available
that are able to detect the presence of the embedded
data in binary text images. Examples of such tech-
niques are presented in [T9-23]. In one of the most
recent steganalysis techniques, Cheng et al. [5] pro-
posed an inverse halftoning based steganalysis method
of halftone images. Inspired by the steganalysis tech-
niques in [24] for gray level images and the fact that a
halftone image is obtained through a halftone process
on a gray level image, they extended the scheme in [23]
to a general method for the steganalysis of halftone
images. In this method the wavelet statistic features
are extracted from the reconstructed gray level image
through the inverse halftoning of a given image. These
features are then used in a support vector machine
(SVM) classifier.

Among various steganalytic attacks, the method
proposed by Cheng et al. [5] is the most accurate one.
We will use this attack to show the security of our
steganographic algorithm. In [5] securities of many
embedding algorithms are analyzed. Some improved
versions of Fus algorithms, which are presented in [25],
along with DHED and MDHED are analyzed in [5].
Cheng showed that the security levels of DHED and
MDHED (type BBA algorithms) are better than the
other BBB type algorithms proposed by Fu et al. Fur-
thermore, Cheng has showed that the security levels
of DHED and MDHED are almost the same. There-
fore, to show the security of our proposed method, we
will compare it with DHED.

3 Proposed Method

In this section we propose a steganographic method
called SoftSteg, which embeds data in natural binary
images. To reduce visual artifacts of the stego image,
the algorithm avoids embedding in non-complex re-
gions.

To better explain the proposed method, we use the
notations depicted in Table

The embedding function of the proposed method
consists of the steps in Algorithm

Table 1. Notations used in this paper

Notation | Description

1 The original gray scale image

nxm Number of rows (n) and columns (m) of the
grayscale image

Xk Each pixel element of image (I) such that
X €40,...,255} and k € {0,...,n x m — 1}

N The number of bits to be embedded in each
group of pixels

L The number of pixels in a group

gi The it" group of pixels such that
9i = A{%ixp,Tixp+r—1} and i €
{0, [ ]}

T The complexity threshold

H The halftoning operation

w(g;) Number of white pixels in H(g;)

C The set of all possible outcomes of g; such
that |L —2w(g;)| < T

d; The j** group of data bits with length N

e; A group of errors with L elements to be
added to g; for data embedding, e; =
€05 -5 €1 —1

X The extraction function devised for a group

of halftoned pixels
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Algorithm 1 Embedding algorithm

Set ¢ and j to zero
for i =0 to [*3™] do
if g; € C then
Find the smallest e; such that d; = X (H (g; +
e;)) and g; +e; € C

gi < gi +¢€;
Halftone g; to propagate the error
j+—j+1
else
Halftone g; to propagate the error
end if
end for
Block 1 Block 2
pd N ya
Y Y
Block 2 Block 4
—> 3 > <
Block 4
N pa N pa
7 N rd N
> < > —
N ya N
7 N\ 7
Not a| Block
pa N pa N
N rd N rd

Figure 2. An example of the grouping scheme

For the embedding purpose, each group of pixels (g;)
is tested for complexity. If the embedding is performed
only in complex groups of pixels then the probability
of detection will be minimized and the quality of the
stego image will remain high. The set of all complex
groups is 0. A group of pixels with length L is complex
if the number of its white pixels w(g;) is such that
|L —2w(g;)| < T. By considering such criterion, it is
guaranteed that the embedding is not done in mainly
white or mainly black groups. For a complex group,
some of the grayscale pixels are altered by adding
a group of errors,e;, such that when the pixels are
halftoned the embedded data can be extracted from
that group. The added errors should be the smallest
values that perform the task. This means that the
grayscale pixels are minimally altered. The procedure
of finding such group of errors, is discussed later in the
paper. Furthermore, the group of pixels should remain
complex after the addition of the errors. Figure
shows an example of the grouping scheme that is used
in our algorithm. Some of the groups may start on
one row of the image and continue to the next row. In
the shown example, the length of a group, L, is 5.

The process of extracting the data from the
halftoned stego-image is as Algorithm [2}

The extraction process is performed on the
halftoned stego-image. The image is partitioned
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Algorithm 2 Extraction algorithm

Set ¢ and j to zero
for i =0 to [*3™] do
if g; € C then
d; < X(g:)
j—Jj+1
end if
end for

into groups of length L and the complex groups are
detected. In the i*" group of pixels which is a com-
plex one, the extracted data d; is calculated from
the number of white pixels, w(g;). In other words,
X (gi) = w(gi) mod 2.

There can be various procedures for finding a small
group of errors, e;, to be added to the grayscale pixel
group. One can use a full search over all possible error
groups to find the smallest group of errors which is
obviously a very time consuming procedure and is
not applicable. Thus alternative procedures should
be taken into account which may not find the global
smallest group of errors for each group.

An example of such procedure consists of finding
two candidate groups for e;. These two groups of error
values are called e,, and e;. The group that has smaller
set of values is chosen. Algorithm [3] shows one of the
various methods that one can search for a minimal set
of errors.

Algorithm 3 A minimum error searching algorithm

Set all elements of e,, and e4 to zero.

Set k<« 0

while d; # X (H(g; + e4)) do
Set e, ey, +1
k<« (k+1)mod L

end while

Set k<« 0

while d; # X (H(g; + eq)) do
Set eq, +—eq, — 1
k<« (k+1)mod L

end while

L—1 L—1

if > ey <— 3 eq, then
k=0 k=0
€; < €y

else

e; < €4
end if

Both e,, and e4 are strings of length L which initially
have all zero elements. An intended group of pixels
g; goes through two tests. First of all g; is altered by
adding e, to it and the altered pixels are halftoned. If
the desired d; cannot be extracted from the halftoned
altered pixels, then one of the elements of e, is incre-
mented. If this step is not successful the next element
of e, is incremented. This incrementing is performed
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in a round robin fashion for the elements of e, until
d; is extractable. Same procedure is performed for eq
except that an element of this error vector is decre-
mented every time that the alteration process does
not result in the correct extraction of d;. Finally, e,
and eg are compared to find out which one produces
the least amount of error.

An example of explained procedure is as follows.
Imagine secret data bit d; = 0 is considered for
embedding in a group of 5 (L = 5) pixels g; =
{125,78,76,75,73} as cover pixels. Halftoned version
of g; is H(g;) = {0,255,0,0,0} and number of white
pixels is w(g;) = 1. According to above procedure e,
can be found as e, = {4,4,4,4,4} and ey as eg =
{—4,—4,—4,-3,—-3}. Halftoned version of g; + e,
and g; + eq is H(g; + en) = {255,0,0,0,255} and
H(g; + eq) = {0,0,0,0,0} respectively. Number of
white pixels of g; + e, is w(g; + e,) = 2 and num-
ber of white pixels of g; + eq is w(g; + eq) = 0.

In both cases, the extracted data bit will be 0. Be-
L—1 L—1

cause €y, > — Y eq, then eq will be selected
k=0 =

and g; will be replaced with {125,78,76,75,73} +

{—4,—-4,—-4,-3,-3} = {121,74,72,72,70}.

The idea behind this method of searching for a small
group of errors is to find a small value that changes
the number of white pixels in a group. Obviously, be-
cause e, has all positive or zero values and it is added
to the pixels of the group, the overall intensity of the
group will be increased and therefore the number of
white pixels will be increased too. On the other hand,
since the values of e4 is negative and is added to the
pixel values of the group, the overall intensity of the
pixels will be decreased and this will cause the num-
ber of white pixels after halftoning to be decreased.
So, intuitively it is obvious that this procedure con-
verges to find a small group of errors to be added or
subtracted from the pixel values such that the number
of white pixels in half-toned version of the group is
changed. To find e;, we used the above procedure, but
other methods, such as full search, can also be applied
which is very time consuming. To improve the perfor-
mance of the proposed method, instead of searching,
one can find a certain formula to be able to specify
the right values for e, or e4 so that the number of
white pixels can be changed in the expense of a small
modification to the intensity of the pixels. However,
as we will show, for an image with the dimensions of
512 x 512 pixels, by using the proposed procedure, it
takes less than a second to embed secret data, which
seems to be practical.

4 Implementation Results

Cheng et al. [5] tested various embedding schemes. It is
mentioned in [5] that the detection of either DHED or
MDHED is more difficult than the schemes that hide
data without the availability of the original grayscale
image. It is shown that DHED and MDHED schemes
produce lower noise like effects as compared to other
existing embedding methods.

Based on the results presented in [5] , the security
of DHED is almost the same as that of MDHED.
Therefore, we choose DHED as a successful embedding
method and compare its results with those of our
proposed SoftSteg method. As an example of our
implementations we used the Pills image. Hence, we
chose groups of 25 pixels (L = 25) and embedded
one bit in each group (N = 1). This resulted in a
stego image with 648 embedded bits. The complexity
threshold, T, was chosen to be 2L/5. This means
that the threshold for selecting complex groups is 10.
This value was obtained through experimentations.
It should be noted that higher values for T leads to
lower capacity and higher quality since higher T means
embedding in more complex groups.

Figure [3a] shows the grayscale version of the pills
image [26] while its halftoned version is shown in
Figure To show the halftoning effect we zoomed
in a part of the image and increased its contrast. In
this image we have plain white and plain black regions
along with dark and bright gray regions. Figure
shows a SoftSteg stego image with 648 (2.55 percent)
embedded bits and Figure shows DHED stego
image with the same number of embedded bits.

Comparing Figure[3al and Figure 3] we can see that
there is no noticeable artifact due to the SoftSteg
embedding. In Figure embedding artifacts are
obvious in the black or white regions of the image.
Rather than these clear artifacts we can see other
artifacts in regions of DHED stego image which were
gray in the original grayscale image. As we can see, the
visual quality of the proposed method is much better
than DHED. To quantify the visual quality, we use
the Modified Peak Signal to Noise Ratio (MPSNR)
criterion. To find the value of MPSNR [27], we first
need to generate the inverse halftone of a stego image.
For the inverse halftoning purpose there are several
methods mentioned in the literature [28H30]. We apply
a Gaussian filter, with the kernel shown in Figure [4
to the halftone image to generate the inverse halftone
image. If we find the PSNR of the original grayscale
image as compared with its corresponding inverse
halftone version then MPSNR is generated.

Figure [5a] shows the inverse halftone of the original
halftone image. Also, Figure[5b] and Figure [5c] show
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(d)

Figure 3. @) A 152 x 167 portion of the original grayscale ver-
sion of the pills image, (]ED Halftoned image using Floyd-Stein-
berg algorithm, SoftSteg Stego Image with 648 embedded
bits, @ DHED Stego Image with 648 embedded bits.

the inverse halftone image of the SoftSteg and DHED
stego images respectively.

The artifacts in the totally white or black regions in
the inverse halftoned image of DHED stego are clearly
present. Furthermore, we can see some artifacts in
other regions of the image such as the white spots in

273

Figure 4. The Gaussian filter kernel used for inverse halftoning

Figure 5. @ Inversed halftone of original halftone image with
no embedding, @ Inversed halftone of SoftSteg stego image,
Inverse halftone of DHED stego image.
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SoftSteg vs DHED
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Figure 6. MPSNR of inverse halftoned image of no embedding,
DHED, and SoftSteg

the dark side of the capsule. No such artifacts can
be seen in the inverse halftone of the SoftSteg stego
image. This image is almost identical to the inverse
halftone of the cover image.

In an experiment, we used 903 natural images and
embedded up to 4 percent of the total image size
using both DHED and SoftSteg, which means the
same number of secret data bits for both methods in
each experiment. Then we calculated MPSNR of the
inverse halftoned of the stego images as compared to
the original gray scale images. Figure [6] shows that
the MPSNR curve for the no embedding case has the
highest values. The middle line is the curve belonging
to the SoftSteg stego images. This curve has values
better than those of DHED and very much close to
those of images with no embedding.

The average MPSNR of images with no embedding
was 30.19 while those of SoftSteg and DHED were 30.11
and 29.67 respectively. In another experiment, same
set of images were used for embedding with different
group lengths. We embedded 1 bit in each group and
the threshold was chosen to be 2L/5. Figure shows
the MPSNR values for the inverse halftoned stego
images generated by SoftSteg and DHED.

The horizontal axis shows 100/ L which is the maxi-
mum embedding percent. The maximum group length
was chosen as L = 500. Hence the smallest value for
100/L is 0.2. As the value of L decreases the embed-
ding rate increases. This is shown in Figure[7b] The
right axis shows the average embedding percent that
is achieved. In Figure [7b] we see that for very low
embedding rates the MPSNR values of both SoftSteg
and DHED are very close. But as the embedding rate
increases and the amount of embedded data grows,
the quality of the stego-images of DHED decay very
quickly while SoftSteg images are less affected. This
is due to the generation of the salt and pepper noise

SoftSteg vs DHED
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Figure 7. @: MPSNR of DHED and SoftSteg for different
embedding rates, (]E[): MPSNR of DHED and SoftSteg for
different embedding rates.

in the white or black regions of the DHED images. It
has been shown that this phenomenon will cause a
degradation of the security of DHED.

Another aspect of the proposed algorithm that
should be considered, is its time complexity. Using
Lena image, with the size of 512 by 512 pixels, we
computed the execution time of embedding with vari-
ous groups lengths. Figure |8 shows the results of the
experiment.

Obviously, the increment of the group length in-
creases the searching time for the suitable least change.
It will also decreases the number of groups to be
searched. As shown in Figure [ the overall execution
time of the proposed method increases with the length
of the groups. Anyway, the execution cost is yet rea-
sonable.

9€sS




28

Steganography of Halftone Images by Group Alteration of Grayscale Pixels — M. Mahdavi and S. Samavi

0.47
0.46 )_./4»
0.45

0.44 /

Execution time(Sec.)

0 20 40 60 80 100 120
Group Len.

Figure 8. Execution time of the proposed algorithm with
various group

SoftSteg vs DHED
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Figure 9. Correct classification percent for DHED and Soft-
Steg using attack proposed in [5]

5 Security of SoftSteg

To show the security of SoftSteg, we used the ste-
ganalysis method proposed in [5]. This steganalysis
method is an accurate attack for the halftone images.
The security of DHED and MDHED is better than
all other methods that are discussed in [5]. Therefore,
we will only compare the security of our method with
the security of DHED.

In the method of [B], the wavelet statistic features
are extracted from the inverse halftone image. These
features are fed to a support vector machine (SVM)
classifier. Same as in [5], we used the implementation
of LIBSVM in our experiments as a powerful two-class
classifier. We embedded 7300 random images with
different embedding rates using both the SoftSteg and
DHED methods. For each rate, we trained a SVM
separately for the SoftSteg and DHED and obtained
the accuracy of each classification. Using the proposed
attack of [5] Figure |§| was produced. These graphs
show the correct classification percent for the DHED
and SoftSteg methods.

It should be noted that in all comparisons with
DHED, same amount of bits are embedded. In another
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word, for a 512 x 512 pixel image, 2% of embedding
means 512 x 512 x 2/100 bits which is 5243 bits. Using
SoftSteg and for a specified group size, the amount of
data bits that can be embedded in an image depends
on the context of the image. SoftSteg does not embed
in groups that are not complex after halftoning. Data
embedding capacities of images that contain large
black or white regions are low when the SoftSteg
method is applied. Therefore, for a fair comparison
between the SoftSteg and DHED, we embedded the
same number of bits in an image. Figure [J] indicates
that the security of the proposed method is better
than DHED because it is less detectable. When the
embedding rate is about 2% the correct classification
rate for the SoftSteg is about 50% which is equivalent
to a random guessing on the part of the classifier. This
means that our method is completely secure against
the applied steganalysis. For the same embedding rate,
the correct classification rate for DHED is 68 percent.
This is the security advantage of the SoftSteg over
DHED.

6 Conclusion

In this paper we proposed a steganographic method,
called the SoftSteg algorithm, for halftone images. We
classified the existing steganographic algorithms for
the halftone images into two categories. These two
classes are those that embed data by altering the
halftoning process and those that embed data after
an image is halftoned. We introduced our method as
the third category that embeds data by altering the
grayscale pixels without any change in the halftoning
process. We showed that the qualities of our gener-
ated stego-images are better than those generated by
DHED. It is shown in [5] that the security of DHED is
the same as MDHED and is higher than other halftone
steganography methods. We also showed that Soft-
Steg is more secure than DHED while its secure ca-
pacity is under 1% comparing to 2% secure capacity
of SoftSteg.
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