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In this paper, we describe an attack on a new double block length hash
function which was proposed as a variant of MDC-2 and MDC-4. The vMDC-2
compression function is based on two calls to a block cipher that compresses a
3n-bit string to a 2n-bit one. This attack is based on the Joux’s multicollision
attack, where we show that an adversary wins finding collision game by
requesting 279 queries for n = 128-bit block cipher that is much less than the
complexity of birthday attack.
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1 Introduction

Hash function maps from the set of binary sequence
of arbitrary length to the set of binary sequences of
fixed length. Hash functions are used widely in dig-
ital signatures and message authentication codes.In
practice, it is not easy to construct a cryptographic
function with an input of variable size. So, hash func-
tions can be used in iterated mode that makes use
of compression functions. Compression functions are
the cryptographic primitives which compress fixed
length input messages to the fixed length output val-
ues. Merkle-Damgard (MD) design [1L 2] is used for
building an iterated hash function.

There exist two ways for constructing compression
function, construction based on block cipher or from
scratch. The topic of this paper is about the construc-
tions which are based on block ciphers. The sixty-four
methods of building a compression function mode
from block ciphers have been proposed by Preneel, Go-
vaerts and Vandewalle (PGV) [3] that twelve of them
are secured against collision and (second) preimage
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attacks. The compression functions that has the out-
put length as same as the output length of underlying
block cipher, are called single block length (SBL) com-
pression functions. Some compression functions are
called Multi block length compression functions that
the output length of them is larger than the output
length of the block cipher. The double block length
(DBL) compression functions is a kind of multi block
length compression functions which maps long string
to 2n-bit ones.

Hash functions are used widely in digital signatures
and message authentication codes.Each cryptographic
hash function should be secure against generic at-
tacks such as collision attack. Due to Merkle-Damgard
(MD) design [I], 2] theorem, if the length of input is
included in the padding procedure and the IV is fixed,
the hash function is collision resistant if the compres-
sion function is collision resistant. However, Joux [4]
and Biham [5] proposed respectively multicollision at-
tack and the multi-block differential on MD5, SHA-0
and SHA-1 which proved that the security of a hash
function is not just rely on collision resistant compres-
sion function, but also is depended on the resistant of
structure against collision attacks.

In this paper we analyze the vMDC-2 hash func-
tion recently proposed by Mazumder et al. [6] as an
efficient construction of a compression function for
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cryptographic hash which is a variant of MDC-2,4
with higher efficiency-rate including a satisfactory col-
lision security bound. The scheme is a compression
function which can be used in Merkle-Damgard (MD)
design approach to settle a hash function that follows
the construction of MDC-2 and MDC-4 which are
double block length hash functions. A double block
length hash function uses an n-bit block cipher as the
building block and out puts 2n-bit string as output.

The proposed scheme requires two calls of blockci-
pher under single iteration of encryption. Addition-
ally, it has double key scheduling and it’s operational
mode is parallel. The efficiency-rate (r) of the pro-
posed scheme is r = 1 and covers some weakness of
MDC-2,4 such as symmetric property. The authors
proposed a collision security bound with complexity
g = 212584 for the compression function without an-
alyzing the collision resistance of the construction
when it builds up to a hash function with iteration of
compression functions.

Here we provide a collision attack on vMDC-2 hash
function based on Joux multi collision attack which
finds a collision beyond the birthday bound. The
attack makes no non-standard assumptions on the
underlying block cipher. Applying the attack to the
vMDC-2 hash function with e.g., a 128-bit block cipher
the attack has complexity about 270 which shows
that unless the compression function of vMDC-2 is
collision resistant up to 2'2°-% but the iterated hash
function made by this compression function is much
more vulnerable to this kind of collision attack.

In this paper, we focus on the special DBL scheme
with the compression function which hash a 3n-bit
string to 2n-bit string and can make two calls to a
block cipher of 2n-bit key and n-bit block. Tandem-
DM [7]land ABREAST-DM are based on two calls to the
same (2n, n) block ciphers which have been proposed
for about two decades. If we consider 128-bit block ci-
pher, the best collision and preimage security bounds
for ABREAST-DM are 212442 and 2246 queries respec-
tively. For the same block ciphers, the best collision
and preimage security bounds for Tandem-DM are
212087 [8] and 2246 queries respectively.For two differ-
ent and independent (2n,n) block ciphers Hirose [9]
presented a class of DBL hash functions with rate
1/2 which has collision and preimage security bounds
for a 128-bit block cipher, 212455 and 225! queries re-
spectively. Fleischmann et al. [I0] proposed a DBL
constructions known as Weimar-DM for which has
collision and preimage security bounds, 22623 and
22525 MDC-2 and MDC-4 have been presented in a
patent by Brachtl et al over 20 years. The collision and
preimage security bounds for MDC-2 and MDC-4 are
both O(2™). Recently, Mazumder et al. [6] proposed
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a variant of MDC-2, 4 with efficiency rate » = 0.999
and collision security bound ¢ = 2'25-84 that has some
weaknesses. In following sections, we are describing
the attack on proposed scheme by Mazumder et al. .

Table[I] gives a comparison on MDC-2,4 and vMDC
compression function and hash function collision and
preimage security/attack bounds which shows this
scheme is not only less secure than MDC-2 and MDC-4
but its collision finding complexity doesn’t even reach
to their collision security bound .

Outline. Section Pl introduces definitions. Some
Technical details of the proposed scheme are given
in Section 2.2} In Section [3] we provide an attack on
VMDC-2 scheme. Section [4] concludes the paper.

2 Preliminaries

The collision attack presented in this article makes
use of Joux’s multicollision attack.

2.1 Joux’s Multicollision Attack

Joux [4] proposed an efficient attack on iterated hash
function which is the most amazing results in the study
of generic hash functions. An iterated hash function
begins from Initial Values. Then, a different compres-
sion function is applied to the original message in
each chain, and the final state of all the chains gets
fixed as n-bit output. Joux presented how to make
a 2F-multicollision (i.e., The hash function maps all
of 2% different messages to the same hash value) by
requesting k2"/2 queries to prove that multi chains
compression functions are not more secure than a sin-
gle chain. The complexity of 2¥-multicollision is only
slightly larger than the 2"/2 expected complexity for
birthday paradox to find a pairwise collision in the
underlying compression function, and much smaller
than the 252" expected complexity of finding such
a multicollision in a random non-iterated hash func-
tion.Joux’s attack first finds a pair of message locks
mY and m} that collide under the compression func-
tion f when starting from the IV, i.e., f(IV,m{) =
f(IV,ml) = hy. The attack now proceeds by finding
a new pair of message blocks m9 and mJ that collide
under the compression function f when starting from
the intermediate hash hy. If we carry on this proce-
dure k times, we can end up with a set containing 2*
messages M = m!! m?m;f |#;0, 1which all hash to
the same value under the iterated hash function F7 .
The cost of building the multicollision in an iterated
hash function is simply & times the cost of finding a
single collision in the underlying compression function
f or k2n/2.
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Table 1. Comparison of MDC-2,4 and vMDC Compression and Hash Functions Collision and Preimage Security/attack Bounds.

o Collision Preimage
Primitive
Security Attack Security Attack
fuMpo—2 O(2"/2)(triv) O(2™?) (triv) O(2")(triv) O(2")(triv)
MDC-2 O(23"/°)[11] o2 /n) [12] O(2™)(triv) o2") [12
fyMpC-4 O(2/?)(triv) O(2"/?)(triv) O(2™)(triv) O(2™)(triv)
MDC-4  O(2°%/8)[13} [14] O(2™)(triv) O(2™) (triv) O(2™)[13} [14]
fompo—2 0(2"/v/12)[6] O(2™)(triv) O(2™)(triv) O(2™)(triv)
vMDC-2 O(2"/2)(triv) O(22"/2)(Our attack) O(2™)(triv) O(22")(triv)
2 Y D N
;o m <01} S — By, () (s & my)) 1)
|
: | Yi = Ta(mZH )( i—1 D ( )) (2)
: C} : Where m; € {0,1}>"! (a, ,x,y) € {0,1}" and
| I(m)efo.1) Hm)e{o.1 | ! I(m;) = lsb of m; € {0, 1} ,¢ = 1. Thus, the final
: n n I output is fg(a;,b;) where:
: E 2n e« >W2n E :
< > I
:\ X, C C v, : a; =x; O (ai_l (&5 l(m,)) Dc (3)
] oD /// bi =y; ® (bi—1 ®l(m;)) ®C (4)
e T Definition 2. let fg = {0,1}* x {0,1}?>" — {0,1}?"
va; Vb, be a blockcipher based compression function such as

Figure 1. vMDC-2 Construction (A Variant of MDC-2,4)

2.2 Description of viMDC-2 Construction

Usually, there are two methods for increasing
efficiency-rate. The first is using three calls of blockci-
pher. The second is using a pair of chaining values
which are containing message in the two blockciphers.
Such kind of these methods are used in MDC-2,
MDC-4 and variant of MDC-2. Mazumder et al. [6]
presented a construction that came from the con-
struction of MDC-2 and MDC-4. In proposed scheme,
two chaining values are used as input and message
is common for two block ciphers which compresses
4n bits into 2n bits. Some changes are presented in
the proposed scheme such as each block cipher uses
one constant bit 0 and 1 as one bit of the key for the
considered scheme. Figure. []]

Definition 1. let E be a block cipher that is taken
from a set of Ideal Block Cipher with k-bit key and
n-bit block length that E;, = {0,1}* x {0,1}" —
{0,1}*. Bl = {0,1}* x {0,1}?" — {0,1}2" is de-
fined as a double block length (dbl) cipher and paral-
lel calling of two independent block ciphers of Ej, E,
such that, [6]

(ai,bi,mi) = f(a;,b;,m;), where, a; € {0,1}™,b; €
{0,1}" ;m; € {0,1}?"~! and ¢; € {0,1}. Therefore,
fE contains ideal block cipher (E) such as: [6]

{ ai = filai-1 ® {(m;), millc) ® (ai1 @ 1(my)) @ ¢ +
Ey(ai—1 @ 1(my),mi]|c) & (ai—y @ 1(my)) & ¢

(5)

{ bi = fr(bi—1 ® U(m;), mi|[c) & (bi—1 ®1(m;)) BT <
B, (bi—1 & U(my),mille) & (bi—1 & 1(m;)) ® ¢

(6)

3 The Multicollision Attack

This chapter fully describes our attack on the vMDC-
2 construction. As shown in Figure 2 vMDC-2 is a
construction which has two pipes, each pipe is sepa-
rated from another one. For example we can apply M;
to i-th iteration and get H; 11 = E(H;, M;) without
interference of H;. So the independence of left and
right pipes lets us to put Joux attack on one pipe and
use the multicollision results to query on the other
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Hy Hy
M1, M7
H, L ?
M3, M3
My, M,
l Hy, L, A2, ., B2
Left pipe

Figure 2. The Generalized vMDC-2 Construction

pipe. Without loss of generality we use Joux attack
to find Multicollision on the left pipe and finalize the
attack by computing the probability and complexity
of finding collision from m-ouputs of right pipe with
single output of left pipe.So the attack is as follows:

First, we assume that the construction is composed
of two independent pipes similar to Figure[2] then our
attack follows this procedure:

(1) Let consider Hy, Hy as an initial chaining value
of hash function.

(2) find two different messages and set H; in such
a way that

Hy = f(Ho, M) = f(Ho,, M?) (7)

Note that concurrently two outputs are gen-
erated in the right pipe.
(3) for i from 2 to m repeat step 2 by considering
the output of each round as an input for next
round, such that

H2:f(H17M21):f(H17>M22) (8)

Hy = f(Hi—1, M}) = f(H;—1,, M?)  (9)
(4) continue up to round m and output 2 values

For each round with 2"/2 we can find a collision then by
Joux’s attack we can find 2.2"/2 collisions by m2"/?
queries. On the other pipe we have H! H2 ... H2"
as the outputs which according to Birthday paradox
we can have a collision by more than 2"/2 outputs,
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then:
if 2™ =2"2 = collisionfound = m =n/2 (10)

If we set n = 128 then for m = 64 we have found a
collision by m2"/? = 64(26) = 270 by probability of
1/2.

Thus for a n = 128 bit block the adversary could
find a collision in 27° queries with probability 0.5 for
the hash function.

4 Conclusion

In this paper we presented the first collision attack on
the vMDC-2 construction proposed by Mazumder et
al. [6] having time complexity much less than a birth-
day attack. The attack applies to other constructions
similar to vMDC-2, and does not rely on weaknesses
of the underlying block cipher. We proposed multi-
collision attack for finding collision’s game with time
complexity O(n/2 x 2™/?) which finds a collision for
this hash function in time complexity of 27°.
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